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Lesson 4
Configuring SSL
Certificates

You can use OS X Server without doing any additional work
to secure its services. However, you can use the Secure Sock- GOALS

ets Layer (SSL) technology to prove your server’s identity to %

client computers and devices and to encrypt communication >alescribe the basics of
between your server and client computers and devices. This @ SSL certificates

lesson starts by describing the basics of SSL and then show:

you how to configure SSL certificates for use with OS > Create a certificate sign-

Server. ing request

» Create a self-signed SSL

Reference 4.1 @ certificate
Describe SSL Certificate 3

) » Import a certificate
You want the users who use you ervices to trust . .
your server’s identity and to bg"able toenerypt network traf- 81gned'by A eariftiers
fic with your server. authority
The OS X solutio ou , which is a system for trans- » Archive your certificate
mitting data secu etween hosts. You can configure your
server to use an SSL €eftificate, which provides the ability to » Renew your certificate

use the SSL system.
» Configure which certifi-

An SSL certificate (also referred to as simply a certificate) is
( i ficate) cate your OS X Server

a file that identifies the certificate holder. A certificate speci- ;
fies the permitted use of the certificate and has an expiration services tise
date. Importantly, a certificate includes a public key infra-

structure (PKI) public key.

PKI involves the use of public and private keys. Grossly simplified, a key is a cryp-

tographic blob of data, and within PKI, public and private keys are created in a way
that they are mathematically linked: Data encrypted with one key can be decrypted
only by using the other key. If you can decrypt data with one key, it proves that the

113



114 Configuring SSL Certificates

data was encrypted with the other key. The public key is made publicly available, and the
private key should be kept private. Fortunately, all of this encryption and decryption hap-
pens behind the scenes and is the basis for establishing secure communications.

Here are some definitions:

A digital identity (or more simply, an identity) is an electronic means of identifying an
entity (such as a person or a server). An identity is the combination of a certificate (which
includes the public key) and the corresponding private key. If you don’'t have your private
key, you can’t prove your identity. Similarly, if another entity has your private key, that
other entity can claim your identity, so be sure to keep your private key private!

Again simplifying, a digital signature is a cryptographic scheme that,uses’PKI private and
public keys to demonstrate that a given message (a digital file,sugh as'an SSL certificate)
has not been changed since the signature was generated. Iffa message, which has been
signed, changes or is otherwise tampered with, it will be clear*that the signature no longer
matches the underlying data. Therefore, you can use,a digital signature on a certificate to
prove its integrity.

A certificate must be either self-signed or signed by a'eertification authority (also known
as a certificate authority or, more simplysa‘€A). In other words, you can sign your own
certificate using your private key (refnember that a certificate is a file that identifies the
holder of the certificate and includes‘the/public key), or you can have someone else,
namely, a CA, use their privatékey to sign your certificate.

An intermediate CA is afCAywhese certificate is signed by another CA. So, it’s possible
to have a hierarchiCal “chdin? of certificates, where an intermediate CA, which in turn is
signed by yet anoth@€r CA, signs a certificate.

In the following figure, the certificate for www.apple.com is signed by an intermediate CA
with the name of Symantec Class 3 EV SSL CA - G3, and that intermediate CA is signed
by a CA with the name of Symantec Class 3 Public Primary Certification Authority - G5.

You can follow a chain of certificates, starting with a signed certificate, up to the inter-
mediate CA and ending at the top of the chain. The certificate chain ends with a CA that
signs its own certificate, which is called a root CA. You aren’t required to have an interme-
diate CA—you could simply have a root CA sign your certificate—but in modern practice,
an intermediate CA is often involved.


http://www.apple.com
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L # www.apple.com/certificateauthonty/ca_program. itmi [}

— Safari is using an to com

Encryption with a digitsl certificate keeps infarmation private s it's sent to or
Lﬂ froem the htips website www.apple cam.

Apple ROOt Cel [ verisign Class 3 Public Primary Certificatian Autharity - G&
t+ [ Symantec Class 3 EV 5L CA - G3
Program Requirem L [ www.appie.com
Ta better protect Apple custd § enhance the experience for
Apple users, Apple requires 1| www.apple.com ser Safari and Mail.app, use a
common stare far raot certifi| E Mesiiect by Bymantsr Cikes 3 BV S50 CA ~ G5
Explras: Saturday, April 18, 2006 31 7:59:55 PM Eastarn Dayight Tne
» Certification Autharity (C) Wain.Cotiouts leeid Je an aguivalent third-party
attestation. Fer more infg | * TS B Institute for Certified
Public Accountant's (AICR | 7 Details hudit from a different
program, the burden is af ubject b
» Only roots that expire aft Inc. Country  US
= A maximum of three root Inc. StatefProvines  Californla
* Apple requires a test cert Business Category Private Organization
publicly accessible server Serlal Humber COBOE592Z
= All paw root certification | Cauntry LFS
maximum flexibility for § Postal Code 85014
* Your root certificate must Stats(Province  California sefiternally within
an organization are not af Losality  Cuperting
= Certificates issued from y Street Address 1 Infinite Loop I a bocation that is
publicly accessible. Organization Apple Inc.
* Root certi must cof rgunizational Unit  Internet Services far Akamai

Common Name  waw.apple.com
Root Delivery Proc _
Raot certificates are provided Lmtry.- L : e trust for secure web
cannections, secure e-mail af Organizytion - Symantsz Corpantion b secure e-mail (that is,

S/MIME}, @¢ daes same ather Organtraional Usit - Eywiantas Tus: Hewark: Hificate autharityl. To the
user, the experience is searnl] Commaon Name  Symantec Class 3 BV 5L CA - G3

certificate was not able 1o be

ar warnings, unless the

Hide Certificate

Root Acceptance S________

Apple will accept your root certificate as it deems appropriate in il r you have met all of the requirements and Apple has chosen

How do you know if you can trust 4 % ter all, since a root CA has signed its own
SSL certificate, this effectively nleans that the organization in control of a root CA simply

asserts that you should trustithat'it is who it claims to be.

The answer is that teus start somewhere. In OS X and iOS, Apple includes a
collection of root a ediate CAs that Apple has determined are worthy of trust
(see the Apple Root Certificate Program page on the Apple site for the acceptance
process: www.apple.com/certificateauthority/ca_program.html). Out of the box, your
Mac computers and iOS devices are configured to trust those CAs. By extension,

your Mac computers and iOS devices also trust any certificate or intermediate CA whose
certificate chain ends with one of these CAs. In OS X, these trusted CAs are stored in
the System Roots keychain. (See Lesson 8, “Manage Keychain,” in Apple Pro Training
Series: OS X Support Essentials 10.11 for more information about the various keychains
in OS X.) You can use Keychain Access to view this collection of trusted root CAs. Open
Keychain Access (in the Utilities folder). In the upper-left Keychains column, click Sys-
tem Roots. Note that in the following figure the bottom of the window states that there
are at least 180 trusted CAs or intermediate CAs by default in El Capitan.


http://www.apple.com/certificateauthority/ca_program.html
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e ® Keychain Access
é Click to unlock the System Rects keychain, Q
Keychains
- AAA Certificate Services
m login %
- Root certificate authority
& Localftams Expires: Sunday, December 31, 2028 at 5:58:50 PM Central Standard Time
= System ® This cartificate is valid
=
Name ~ Kind Date Modified Expires Keychain
| AAA Certificate Services certificate - Dec 31, 2028, 5:5%:59 PM  System Roots
=] Actalis Authentication Root CA certificate = Sep 22, 2030, 6:22:02 AM  System Roots
[Z] AddTrust Class 1 CA Root certificate - May 30, 2020, 5:38:31 AM  System Roots
=l AddTrust External CA Root certificate - May 30, 2020, 5:48:38 AM  System Roots
5] AddTrust Public CA Root certificate - May 30, 2020, 5:41:50 AM  System Roots
=] AddTrust Qualified CA Root certificate ™ May 30, 2020, 5:44:50 AM  System Roots
Category =] Admin-Root-CA certificate - Nowv 10, 2021, 1:51:07 AM System Roots
n [ AdminCA-CD-TO1 certificate - System Roots
A All ltems sl . =
= Af Ci - System Roots
L. Passwords A g e s System Roots
Secure Motes (=] AffirmTrust Premium certificate - System Roots
& My Certificates [ AMirmTrust Premium ECC certificate - System Roots
I Keys =] ANF Global Root CA certificate - n 5, 2033, 12:45:38 PM  System Roots
&l certificates =] Apple Root CA cartificate - Feb 9, 2035, 3:40:36 PM  Systern Roots
=] Apple Root CA - G2 certificate o= Apr 30, 2038, 1110:09 PM  System Roots
[5] Apple Root CA - G3 certificate - Apr 30, 2039, 1:19:06 PM  System Roots
2] Apple Roct Certificate Authority  certificate - Feb 8, 2026, 6:18:14 PM System Roots
=l Application CA G2 certificate Mar 31, 2016, 8:59:59 AM  System Roots
=] ApplicationCA certificate Dec 12, 2017, 9:00:00 AM  System Roots
(=] ApplicationCA2 Root certificate Mar 12, 2033, 9:00:00 AM  System Roots
=] Autoridad de..nal CIF AB2634068 certificate Dec 31, 2030, 2:38:15 AM  System Roots
| =] Awtoridad de..Estado Venezolano  certifi Dec 17, 2030, 5:58:59 PM  System Roots
[Z] Baitimore CyberTrust Root - May 12, 2025, 6:59:00 PM  System Roots
] Belgium Root CA2Z il Dec 15, 2021, 2:00:00 AM  System Roots
[5] Buypass Class 2 CA1 - Oct 13, 2016, 5:25:09 AM  System Roots
=] Buypass Class 2 Root CA == Oct 26, 2040, 3:38:03 AM  System Roots
=] Buypass Class 3 Roat = Oct 26, 2040, 3:28:58 AM  System Roots
= oa iale P P P PP RSP S
= i 180 items
NOTE » Some thir tygoftware companies, such as Mozilla, do not use the
System Root cha have their own mechanism to store CAs that their soft-
ware is confi trust.

In Lesson 7, “Configuring Open Directory Services,” you will learn that when you config-
ure your server as an Open Directory master, the Server app automatically creates a new
CA and a new intermediate CA and uses the intermediate CA to sign a new SSL certificate
with your server’s host name as the common name (the Common Name value is part of
what identifies the certificate holder). If you haven't engaged a widely trusted CA to sign
an SSL certificate for your server, you should use the SSL certificate signed by your Open
Directory intermediate CA; in Lesson 9, “Configuring OS X Server to Provide Device
Management,” you will learn how to use the Trust Profile to configure your iOS devices
and OS X computers to trust your Open Directory CA and, by extension, the intermediate
CA and the new SSL certificate.
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But what about computers and devices that are outside your control and that you cannot
configure? When people use computers and devices that are not configured to trust your
server’s self-signed SSL certificate or your server’s Open Directory CA or intermediate CA
and they try to securely access services on your server, they will still see a message that the
identity of your server cannot be verified.

One way to prove your identity is for your server to use an SSL certificate that’s signed by
a CA that most computers and devices are configured to trust or trust inherently.

Deciding What Kind of Certificate to Use
Before going through the process of getting a widely trusted CA to %ertiﬁcate for
you, consider the services you'll use with the certificate, as well mputers and

devices that will access those services.

If you use a self-signed certificate, there is no additio figuration to install the
certificate on your server, but you do need to configure client to trust that self-signed
certificate. For a Mac client, this involves not on @ ibuting the certificate to the Mac

and adding it to the System keychain but also_config

ing how the operating system will
trust the certificate.

] ate and are not able to configure all devices

en users encounter a service that uses the

NOTE » If you use a self-signe

self-signed certificate, aqdia
worthy and that to a€C8 vices they must click Continue. This may undermine
your efforts inot to automatically trust untrusted, expired, or otherwise
invalid certi s.

If you use a certificate signed by a widely trusted CA, you need to generate a certificate
signing request (CSR), submit the CSR to a CA, and then import the signed certificate.

Of course, you can use a mix of certificates for different services; if your Websites service
responds to multiple host names, youd want a certificate for each host name that you use
for web services secured by SSL.

In all cases, you need to configure your server’s services to use the appropriate certificates.

The next section shows you how to obtain a certificate that’s signed by a widely trusted
CA so that you can use it to prove the identity of your server and to encrypt communica-
tions between your server and the users of your server’s services.
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Reference 4.2

Configuring SSL Certificates

Your server has a default SSL certificate that’s self-signed. That’s a good start, but no other
computers or devices will trust services that use that certificate without additional con-
figuration. To get a CA to sign a certificate, start by using the Server app to create a cer-
tificate signing request. Specific steps to accomplish this objective follow in more detail,
but generally they include the following:

Generating a new CSR

Submitting your CSR to a CA that is generally trusted %

Importing the signed certificate @

Configuring your server’s services to use your newly si ficate

The CA’s process of using your CSR and signing your % te with its own pri-

uld anyone trust the CA if it
ally charging you money.

vV v v Vv

vate key includes verifying your identity (otherwis

signed certificates from unverified entities?) and of

To finish the story, computers and de 'ces@ow use your server’s services without get-
ting a warning that your SSL certifica:ND rified (as long as those computers and
devices trust the CA you've chose ur certificate). Additionally, your server and
the users of its services can use er’s SSL certificate in the process of encrypting
communications for service@th SSL certificate.

Before you start creatin% ificates, take a moment to inspect what you already have.

Viewing Your S% Default Certificate

You can use the Server app to display certificates (if you're logged in at the server, you can
also use the Keychain Access app). The standard behavior of Server app is to show all the
certificates where earlier versions only showed some and you needed to pick the option to
make all visible.

In the following figure, the certificate has the server’s host name and expires in two years.
NOTE » When you use the Server app Change Host Name Assistant to change your

server’s host name, it automatically creates a new self-signed certificate for the new
host name.
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Secure services using:

Certificate

= server17.pretendco.com

Certificates

[ server17.pretendco.com - Self-signed

Issuar

Self-signed

Expiration Date

October 11,2017

To get more details, double-click the certi
t

alternatively, select it and click the Edit

(pencil icon) button. You'll neec@ inspect all of the certificate’s information.

G | grvier17.pre

/| Expiresin 2 years
-] sel E

¥ Details

Subject Name
Common Name
Country

Issuer Name
Common Name
Country

Serlal Number
Version

Signature Algorithm
Parameters

Not Valld Before
Mot Valid After

Public Key Info
Algorithm
Parameters

Renew...

dcécom

icate
ctober 11, 2017 at 3:10:22 PM Eastern Daylight Time
fas not been verified by a third party

server17.pretendco.com
us

server17.pretendco.com
us

747263617
3

SHA-266 with RSA Encryption { 1.2.840.113648.1.1.11)
none

Monday, October 12, 2015 at 3:10:22 PM Eastern Daylight Time
Wednesday, October 11, 2017 at 3:10:22 PM Eastern Daylight Time

RSA Encryption ( 1.2.840.113548.1.1.1)
nane
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120 Configuring SSL Certificates

Click OK to return to the Certificates pane.

The following figure illustrates what youd see after you configure your server as an Open
Directory master or replica. At first glance, it looks like there is just one additional cer-
tificate, the code signing certificate, but the certificate with the server’s host name is no
longer a self-signed certificate but a certificate signed by your Open Directory CA; that
certificate icon is blue, whereas the original self-signed certificate was bronze.

Certificates

Secure services using:  [C] server17.pretendco.com - server7.pretendco.com OD Intamedi@

Certificate Issuer Expiration Date

J - | server17.pretendco.com IntermediateCA_S| . NBC.. October 18,2017
E’ server17.pretendco.com Code Signing Certificate  Intermedia .PRETENDC... October 17, 2017

The existing self-signed certificates meet your needs. In the Server app Certificates

Explaining Options for Adding \Zlficates
pane, you have several options for addi new certificate.
Click Add (+) to reveal three menu commands:

» Get a Trusted Certi allows you to quickly generate a certificate signing request.
» Create a Certifi dentity is the command to choose to create a new self-signed
certificate.

» Import a Certificate Identity allows you to import a signed certificate or a certificate
and private key you've archived.

Get a Trusted Certificate...
Create a Certificate Identity...
Import a Certificate Identity...

+ - =
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Obtaining a Trusted Certificate
You can choose to get a CA to sign a certificate for you so that users around the world can
use your server’s services without being notified that your server’s identity is not verified.

At the bottom of the Certificates pane, click Add (+), and then choose Get a Trusted
Certificate.

After that, you'll see the Get a Trusted Certificate assistant.

In the next pane, you can enter all the information necessary to establish an identity.
A CA uses these details to verify your identity.

In the Host Name field, enter the host name you'll use for the servii% will use this
r

certificate. Use your organization’s full legal name for the Com ganization field,

or if it’s for personal use, just use your full name. The Dep d is flexible; you can

enter information such as your department name, but enter some value. To be
fully compliant with standards, do not abbreviate yout's ovince. The following

figure illustrates all the fields completed.

Get a Trusted Certificate @
Enter your company or personal information. xn is used to generate your CSR and will be

publicly viewable in your trusted certificates

Host Name:
Contact Email Address:
Company or Organiz N
artm raining
n ity:  Philadelphia
Stat ince: Pennsylvania

Country:  United States E

Cancel Previous

The next pane displays the text of your CSR, which you will submit to the CA of your
choice. You can wait and access this text later, or you can select and copy this text, or click
Save, now.
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Get a Trusted Certificate

Your certificate signing request (CSR) has been generated below. Provide it to your certificate vendor when
prompted.

————BEGIN CERTIFICATE REQUEST-———
MIIC7zCCAdcCAQAwgakxIzAhBgkghkiGOWBBCOEWFGxhZG1pbkBwemVOZWSKY28u
Y29tMRBWHOYDVOQDDBZzZXI2ZX I xNySwemV@ZWS kY 28uY 29tMROWGWYDVQOKDERY
cmV@ZW5kY2BgUHIvamV j dCAxNz ERMABGALUECwWIVHI haWSpbmexFTATBgNVBACM
DFBoaWxhZGVscGhpYTELMAKGAIUECAWCUEEXCzAJBgNVBAYTALVTMIIBIjANBgkg
hkiGOwBBAQEFAAOCAQBAMIIBCgKCAQEAZaGZVYuxbFgI+e5BHYa0LKcOqOBFWmQL
253VkaUXKKCvm1tWF rvocJQLvBzKPK2bES@O0AMp Le/pTht7a5Tzs79+f f/LqjGCQ
3pEP+dtBYwmIr fwdcnyAoby 1gE fDMUXPQTgLgSYUBesAB42 TNEUVBmVOxivCSFwS
BiWDDBMAPRTY/186d LHIX1xUZZUKC]7221wYIp+MBxexhzFTq3NyGTReapgEYFT
H3eEmTQaulj TTIsyvAxF1KISLKQ1yCW1Da+PelAEARZGOCgozL54 LVNAPYVBS6T+
ZIGIESOXKIN] TRN3DND i b/6dRYvFhit@Kd fRXX2 8y /NoYoCEyafExwIDAQABOAAW
DQYJKoZIhveNAQELBOADgQEBAH] 2GByDdQBS8TILwXbhiWl i 8yKncdHFNIDYMLL
nlvRRIINCj@MIAORE+YIp+nSwn09x7EQIbOalenybU2q2qylzlsah2viwZKaflny
2IAVEEVAANEUTwa39DATYB/ qTKLKEWr INTk1512M7g0 lbH75BIf jbmtHS idwW
2ZBV2cal0Boetis7eisMImS01LaICVmYKi6kxWAFHYP+dAWskN1nsalG

After you click Finish, the Server app displays the ing request.

Certificates

Secure services using:  [E serveri@ipretengico.com - server17.pretendco.com OD Intermediate CA

Certificate Issuer

m serveri?,

Expiraticn Date

Pending

If you didn't copy the text of your CSR earlier, you can access it again: Select the certificate
marked Pending and click the Edit button (pencil icon), or just double-click the pending
certificate item.
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server17.pretendco.com

Certificate Files

Certificate Request

An encrypted message sent to a certificate vendor when ordering an S5L certificate. Edit... Save...

Your course of action depends on hoy accepts CSRs. If your CA allows you to
upload a text file, use the Save diald Q ve the CSR as a text file. If your CA requires you

to paste the text of the CA into m, click the disclosure triangle, and then copy
the text of the CSR.

Save As: E er 1 Zaprete .com.csr [[ ad

Tags:

Where: ' Documents

¥ Certificate Signing Request
| ———-BEGIN CERTIFICATE REQUEST-——
| MIIC7zCCAdcCAQAwgakxIzAhBakghkiGOwBBCOEWFGxhZG1pbkBwemva.
| Y29tMRBWHOYDVQQDDBZ zZX12ZXIxNySwemVaZWS kY 28uY 29 tMROWGWYD'
cmVBZW5kY2BgUHIvamV jdCAxNzERMABGAIUECwwIVHI haWspbmexFTAT!
| DFBoawWxhZGVscGhpYTELMAKGAIUECAWCUEExCzAJBgNVBAYTALVTMIIE
| hkiGIwBBAQEFAADCAQBAMIIBCGKCAQEAZAGZVYuxbFgI+e5BHYa0LKCD
| 253VkaUXKKCvm1tWF rvocJQLvBzKPKZbES@0AmMp Le/pTht7a5Tzs79+f
| 3pEP+dtBYvmIr fwdcnyAoby1gE fDMUXPQTgLGSYUBesAB42 TNEUVEMYY.
| BiWDDOMAPRTY/186d IH3X1xUZZUKC] 7221wy Ip+MBxWexhzFTq3NyGTR:
' H3eEmTQauIjTTIsyvRxF1KISLKQlyCW1Da+PelAEARZGBCgozL541VNh
| ZJB9ESOXK1W] TRN3DNDb/6dRYvFhitoKd FRXX2@y /NoYoCEyafExwID,
| DQYJKoZIhveNAQELBQADGGEBAH] zGByDAQBS8TILWXbhWL] ByKncdHFN
| nlvRRIINC | @MIAORE+YIp+nSwn09x7EQIb0alenybU2a2aylz]saf2vT

Cancel
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You need to choose an appropriate CA for your organization’s needs (choosing a CA is
outside the scope of this guide), send the CSR to the CA, and prove your identity to the
CA. After some period of time, you will receive a signed certificate from the CA.

Importing a Signed Certificate

After you receive the signed certificate from the CA, you can import it with the Server
app. If you are still at the list of certificates, double-click your pending certificate to reveal
the field into which you can drag your signed certificate.

NOTE » If the CA provides you with the certificate in text forr%r than in a sepa-
rate file, you'll need to convert that text into a file. A quick 0de'this is to copy

the text, open TextEdit, press Command-N to create a ne
Make Plain Text (if that is an available command). Pas
save it with a .cer extension.

, ahd choose Format >

ext into the text file, and

Double-click the pending CSR, and drag the file
any ancillary files provided by the CA, into the C ate Files field (this is also where
you could import a certificate and private ou’ve exported with Keychain Access).
Once the certificate is in the Certiﬁca@d, its color will be blue, as long as the top

of the certificate chain is a root CA er trusts.

?j'“.‘?“””'l server1 7.preten®

Certificate Files

a signed certificate, as well as

e | 3 vendor certificate files will be added:
cert.cer, IntermediateCa.cer, root.cer

Certificate Request

An encrypted message sent to a certificate vendor when ordering an S5L certificate. Edit.  Save_

Concel
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NOTE » If you click Edit next to Certificate Request and then click Edit in the con-
firming dialog, a new public and private key pair and a new CSR will be generated,
and you’ll lose the original CSR.

Click OK to save your changes.

Generating a Self-Signed Certificate

In addition to generating a CSR, you can also use the Server app to generate a new self-
signed certificate. This is useful if your server offers services at an alternative host name
that corresponds to your server’s Internet Protocol version 4 (IPv4) address or another
IPv4 address your server is configured to use and if you have the ab% configure com-
puters and iOS devices to trust the self-signed certificate.

In the Certificates pane, when you click Add (+) and choo te a Certificate Identity,
you see a blank Name field.

L= Certificate Assistant

Create Your Certificate

Please specify m\%inf@mation below:

@)

Self Signed Root
te Type: SSL Server

@ Let me override defaults

{i.e. extensions, destination keychain, etc.)

Learn More...

Create

Enter the host name for the self-signed certificate, and then click Create.

NOTE » You can select the “Let me override defaults” checkbox if you have more spe-
cific needs, but for most purposes, the defaults will suffice.
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At the warning that you are about to create a self-signed certificate, click Continue.

At the Conclusion window, click Done. Finally, click either Always Allow or Allow to

allow the Server app to copy the public and private key pair and the certificate from your
login keychain to the System keychain and to /private/etc/certificates/.

( S\ Server wants to export key
i 1

: “server17.pretendco.com” from your keychain.
% Do you want to allow access to this item?

Always Allow Deny Allow @6

You'll see the certificate in the Certificates field, with t
signed certificate.

lor that denotes a self-

| Certificates

Secure services using: 2 certificates selected Q\

Certificate r

Expiration Date
u server17.pretendco.com -signed October 17, 2016
lj server7.pretendco.com IntermediateCA_SERVER17.PRETENDCO.C... October 18, 2017
serveri7.prete m %

Symantec Trial Secure Server CA - G3 November 17, 2015

lj server17.pre Cade Signing Certificate IntermediateCA_SERVER17 PRETENDCO.C... October 17, 2017
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Inspecting a Certificate

You can inspect your certificates with the Server app, as well as with the System keychain
of your server computer (the System keychain contains items that are not user specific and
that are available to all users of a system). The following figure shows a certificate that’s
been signed by a CA for test purposes. Note that the OS has not yet been configured to
trust the CA that signed this certificate.

server17/.pretendco.com

Expires in 30 days

server17.pretendco.com %
Issued by: Symantec Trial Secure Server CA - G3
Expires: Tuesday, Movember 17, 2015 at 6:59:59 PM Eastern Standard Time

& This certificate was signed by an untrusted issuer

v Details

Country US
State/Province Pennsylvania
Locality Philadelphia
Organization Pretendco Project 17
Organizational Unit  Training

Common Name  server17.pretendco.com
Issuer Name
us

Country
Organization Symantec Corporation

Organizational Unit
Common Name

Serial Number
Version

Signature Algorithm

You can also use Keychain Access to inspect a certificate and its associated private key.
Because the certificate and private key are stored in the System keychain on the server,
you need to log in directly on your server (or use a screen-sharing method to control your
server) to use Keychain Access to access the private key.

Keychain Access is in the /Applications/Utilities/ folder on your startup volume; you
can use Spotlight or Launchpad to search for it (in Launchpad, it is in the folder named
Other). Select the My Certificates category to filter the items that Keychain Access dis-
plays. If necessary, toggle the show/hide button in the lower-left corner of the Keychain
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Access window until you can see all keychains. Select the System keychain to show items
that are for the entire system, not just for the user who is currently logged in.

At least three items are listed (if you provided an Apple ID for push notifications, you will
see more items):

» com.apple.servermgrd, which is used for remote administration with the Server app

» A certificate named Server Fallback SSL Certificate, which the Server app
automatically uses if the default SSL certificate is removed

» An SSL certificate with the host name of your server

When you select a certificate that is not signed by a trusted CA, in"Access displays a
warning icon, along with the text that explains the issue. In the
ing for the self-signed certificate is “This certificate has not @

o
5 Click to unlock the System keychain. Q

owing figure, the warn-
erified by a third party”

[ N ] Keychain Access

Keychains
serveri7.pretendco.com

i login vy
'. on i s Self-signed root certificate
& Local ltems “ | Expires: Monday, October 17, 2016 at @v N Eastern Daylight Ti

[ System " & This certificate has not b&E verifi nirfiarty
= System Roots

Nama Expires Keychain
» 5] IntermediateCA. PRETENDCO.CQ Oct 18, 2020, 2:30:36 PM  System
» [ pretendco.com..Certificate Authd care Oct 18, 2020, 2:30-36 PM  System

i i Oct 12, 2017, 50:52 PM System

Oct 18, 2017, 2:30:37 PM System

System

private key

Category = System
A anm erfificate certificate Oct 17, 2017, 230:47 PM System
F ems
4. Passwords

Secura Notes
1 My Certificates
1 Keys
[ certiticates

If you double-click your default self-signed SSL certificate to open it, you'll see a warning
icon and the text “This certificate has not been verified by a third party”
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server17.pretendco.com

server17.pretendco.com

Self-signed root certificate

Expires: Monday, October 17, 2016 at 5:27:01 PM Eastern Daylight Time
4 This certificate has not been verified by a third party

» Trust
¥ Details

Subject Name
Common Name  serverl7.pretendco.com
Country US

Issuer Name
Common Name  serverl7.pretendco.com
Country US

Serial Number 1
Version 3

Signature Algorithm  SHA-256 with RSA Encryption ( 1.2.840.113549.11.11)
Parameters none

Not Valid Before  Sunday, October 18, 2015 at 5:27:01 PM Eastern Daylight Ti
Not Valid After  Monday, October 17, 2016 at 5:27:01 PM Eastern Dayligh

Public Key Info
Algorithm  RSA Encryption ( 1.2.840.113548.1.1.1)
Parameters none
Public Key 256 bytes:C39B7C253B7B851F ...
Exponent 65537
Key Size 2048 bits
Key Usage Any

Signature 256 bytes : 7D A9 40 59

If a service on your serve * self-signed certificate, when users attempt to use
services that use that S ificate, they may be warned that your SSL certificate is not
trusted, as shown in wing figure

,-\ Safari can't verify the identity of the website
| | “serveri7.pretendco.com”,

The certificate for this website is invalid. You might be connecting to a
website that is pretending to be “serveri7.pretendco.com”, which could put
your confidential information at risk. Would you like to connect to the website
anyway?

1 ~ Show Certificate Cancel Continue

Train your users that when they see an SSL warning, they should not continue using the
service that uses the unverified SSL certificate.
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Archiving Your Certificate

Whether you have a self-signed certificate or a certificate signed by a CA, you should take
steps to archive your certificate and its private key. You may need to reinstall your server
in the future, or an administrator might accidentally remove your certificate and its pri-
vate key; if you have an archive of your certificate and private key, you can easily use the
Server app to re-import your certificate and its private key.

You use the Keychain Access app to export your certificate and private key. Keychain
Access prompts you to specify a password to protect your private key; make sure that you
use a strong password.

You use the Server app to import the certificate and private key. Yo%to provide the
password that was entered when the certificate was exported in irst place; otherwise,
you will not be able to import.

Renewing Your Certificate
SSL certificates do not last forever. Luckily, rene @
app issues an alert when an SSL certificate ex?ratio ~date approaches. To renew a self-

L certificates is simple. The Server

signed SSL certificate, simply click Renew viewing the certificate in the Certificates

pane or when viewing the alert.

Certificate "server17.pr dc % expiring soon

9/19/17, 7:49 PM

Summary
The certificate "se; .pretenden. uplre on Wednesday, October 18, 2017, If this certificate s not replaced before the
expiration date, wt will ct to services that use this certificate.

Actions
Renew the certificate Renew

Ranaw the certificate for “server17.pretendce.com” by replacing the certificate that is about to expire with a nawly
created certificate.




Once you click Renew, the Server app takes care of renewing the certificate, and the alert

displays that the issue has been resolved.
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Certificate "server17.pretendco.com” is expiring soon
9/18/17, 7:49 PM

Summary

expiration date, users will be unable to connext to services that use this certificate.
Actions

o This issue has successfully been resclved,

The i “serverl? * will expire on Wednesday, October 18, 2017, If this certificate is not replaced before the

O

Q)‘b

%,

NOTE » Do not click RéhewMor an Open Directory CA because this causes changes

to the CA properti
signed by a tglisted adthgrity.

If you have a certifi igned by a widely trusted CA, when you click Renew, you will
see the message that you need to generate a new CSR. See the earlier section “Obtaining a

Trusted Certificate” for more details.

Renew Certificate

To renew this certificate, you will need to create a
certificate signing request.

Cancel Continue

ur Open Directory intermediate CA will no longer be
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Configuring OS X Server Services to Use a Certificate
Once you have taken steps to obtain a signed certificate or create a new self-signed cer-
tificate or have configured your server as an Open Directory server, you should use the

Server app to configure services to use that certificate. You start in the Certificates pane of
the Server app.

With the pop-up menu, you can do either of the following:

» Choose one certificate to specify that all services use that certificate.

» Choose Custom to configure each service separately to use or not use a certificate.

[ Cer‘t]ﬁﬁ’\"‘f‘\f‘\ c
) [ server17.pretendco.com - Self-signed

= server17 pretendco.com - server17.pretendco.com OD Intermediata
I server17.pretendco.com - Symantec Trial Secure Server CA - G

Secure services using =gl I EHE T D]

Custom...
Certificate

‘: server17.pretendco.com Self-sig October 17, 2016
server17.pretendco.com In edisteCA_SERVER17.PRETENDCOLC.. September 19, 2019
EI server17. pretendco.com Secure Server CA - G3 November 17, 2015

Ei server17.pretendco.com Code Signing Certifiga rmediateCA_SERVER17.PRETENDCO.C... October 17, 2017

The following figure shows an example of choosing Custom and then editing the value for
the default secure site of the Websites service. Note that there are some extra certificates
in the figure. This illustrates that you can configure your server to respond to requests at
multiple host names, create a certificate for each host name, and configure each secure site
to use the appropriate certificate.
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Service Certificates
Cheose the certificate each service should use to secure communications.

|

Service Certiticate
Secure! @ File Sharing (i0S) [5l server17.pretendco.co..| Secure Server CA - G3 £ A
& Mail IMAP and POP) & server17.pretendco.co...| Secure Server CA-G3 £
Certifice B Mail (SMTF) =] server17.pretendco.co..| Secure Server CA - G3 3 Expiration Date
—s & Messages & server17.pretendco.co...| Secure Server CA - G3 §
I' "i ¥4 Open Directo [l server17.pretendco.co...om OD Intermediate CA | | Oetnher 17 2016
T W & server17.pretendco.com - Symantec Trial Secure Server CA - G3
i:‘ [ server17.pretendco.com - Self-signed 019
= server17.p com - server1’. ico.com OD CA
i' 2 _I Cancel “_r_ November 17, 2015
i:l server17.pretendco.com Code Signing Certificate IntermediateCA_SERVER17.PRETENDCO.C... ber 17, 2017

You can use the Server app to configure the following OS rvices to use SSL:

File Sharing for i0S
Mail (IMAP and POP)
Mail (SMTP)
Messages

Open Directory (appears only Q tling Open Directory services)

vV vV vV vV v VY

Websites

«

You will see in Lesson 19, sting Websites” that you can granularly specify an SSL cer-
0

tificate for each website §o , and you can use the Profile Manager pane to specify the

SSL certificate togfise f rofile Manager service to sign configuration profiles.
A few other service SSL but do not appear in the Server app:
com.apple.servermgrd (for remote administration with the Server app)

VPN
Xcode

vV v v Vv

Calendar and Contacts

Following the Certificate Chain

When choosing a CA to use, make sure that it’s a root CA that most computers and
devices are configured to trust. Having a CA sign your certificate isn't useful if not many
computers or devices will trust that certificate. As an example, the following figure shows
how an SSL certificate signed by a trial CA appears in Keychain Access.
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o0 ® serverl7.pretendco.com

server17.pretendco.com

Issued by: Symantec Trial Secure Server CA - G3

Expires: Tuesday, November 17, 2015 at 6:58:59 PM Eastern Standard Time
@ This certificate was signed by an untrusted issuer

b Trust
¥ Details
Subject Name
Country US
State/Province Pennsylvania
Locality Philadelphia
Organization Pretendco Project 17
Organizational Unit  Training
Common Name  serveri7.pretendco.com

Issuer Name
Country US
Organization Symantec Corporation
Organizational Unit  For Test Purposes Only, Mo assurances,
Common Name Symantec Trial Secure Server CA - G3

Serial Number 4E 46 CA 1015 A3 D1CD 21 6C D156 17 05 35 35
Version 3

Signature Algorithm  SHA-256 with RSA Encryption { 1.2.840.113548
Parameters none

Not Valid Before Saturday, October 17, 2015 at 8:00:004

Mot Valid After Tuesday, November 17, 2015at 6:5 a Eastern Standard
Time

Public Key Info
Algorithm  RSA Encryption ( 1.2.84
Parameters

B EM

You can see that the “Issued b d near the top of the window shows Symantec Trial
Secure Server CA

3. e red X icon and the text “This certificate was signed by
an untrusted iss i CA that is by default not trusted by computers and devices,
so even if you use igned certificate for OS X Server services, the people who access
your services would experience trouble. In some cases, the service might silently fail, or
the user may be alerted that the identity of the service cannot be verified. The following
figure illustrates that on a client Mac Safari notifies the user that Safari cant verify the

identity of the website.
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~~ Safari can't verify the identity of the website
| L “server17.pretendco.com”
g The certificate for this website is invalid. You might be connecting to a

website that is pretending to be “serveri7.pretendco.com”, which could put
your confidential information at risk. Would you like to connect to the website

anyway?

s

Show Certificate Cancel Continue

If you click Show Certificate, Safari displays the certificate chain. The following figure
shows what you see when you select the server’s certificate at the bottom of the certificate

chain: that the certificate was signed by an untrusted issuer.

N Safari can't verify the identity of the website
| “serveri7.pretendco.com”.

= ]

Q The certificate for this website is invalid. You might be connecting to a
website that is pretending to be “serveri7.pretendco.com”, which couls
your confidential information at risk. Would you like to connect

anyway?

L& VeriSign Trial Secure Server Root CA - G2
b |3 Symantec Trial Secure Server CA - G3
L |3 server17.pretendco.com

server17.pretendco.com
Issued by: Symantec Trial Sec
Expires: Tuesday, Novemb

A-G3

» Trust
» Details

?

| Always trust “server17.pretendco.com” when connecting to “server17, 5

59:59 PM Eastern Standard Time

& This certificate was si usted issuer

Cancel Continue

The following figur

trates that if you click the Details disclosure triangle, you'll see

information about the identity of the certificate holder, as well as information about the
issuer (the entity that signed the certificate). In this case, the issuer’s common name is

Symantec Trial Secure Server CA - G3.
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Safari can't verify the identity of the website
“serveri7.pretendco.com”.

The certificate for this website is invalid. You might be connecting to a
website that is pretending to be “serveri7.pretendco.com”, which could put
your confidential information at risk. Would you like to connect to the website
anyway?

| Always trust “server17.pretendco.com” when connecting to “server17.pretendco.com”

m VeriSign Trial Secure Server Root CA - G2
L IB Symantec Trial Secure Server CA - G3
- (g server17.pretendco.com

server17.pretendco.com

Issued by: Symantec Trial Secure Server CA - G3

Expires: Tuesday, November 17, 2015 at 6:59:58 PM Eastern Standard Time
& This certificate was signed by an untrusted issuer

» Trust
v Details

Subject Name
Country US
State/Province Pennsylvania
Locality Philadelphia
Organization Pretendco Project 17
Organizational Unit Training
Common Name  serveri7.pretendco.com

Issuer Name
Country US
Organization Symantec Corporation

Organizational Unit  For Test Purposes Onl
Common Name Symantec Trial Secu

7 Hide Certificat Cancel Continue
When you select thescerti in the middle of the certificate chain, you see that this is
an intermediate CA; dow states “Intermediate certificate authority,” and the Issuer
Name information you that the common name of the issuer (or signer) is Symantec

Trial Secure Server Root CA - G2.
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q Safari can't verify the identity of the website
| . “serverl17.pretendco.com™
=
g_ The certificate for this website is invalid. You might be connecting to a
website that is pretending to be “serveri7.pretendco.com”, which could put
your confidential information at risk. Would you like to connect to the website
anyway?

| Always trust “Symantec Trial Secure Server CA - G3"

L WX symante

f m VeriSign Trial Secure Server Root CA - G2

rial Secur

L 13 server17.pretendco.com

» Trust
v Details

Symantec Trial Secure Server CA - G3

Intermediate certificate authority
Expires: Friday, December 6, 2024 at 6:59:58 PM Eastern Standard Time
@ This certificate was signed by an untrusted issuer

Subject Name
Country
Organization
Organizational Unit
Common Name

Issuer Name
Country
Organization
Organizational Unit
Common Name

Serial Number
Version

7 ~ Hide Certificate

us

Symantec Corporation

For Test Purposes Only. No assurances.
Symantec Trial Secure Server CA - G3

us
VeriSign, Inc.

Cancel Continue

Finally, when you
is a root CA; the
this computer’s Sys

C

tificate at the top of the certificate chain, you see that this
states “This root certificate is not trusted.” This root CA is not in
oot keychain, so Safari doesn’t trust the intermediate CA, and it

doesn’t trust the serverl7.pretendco.com certificate either.
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Safari can't verify the identity of the website
“serveri7.pretendco.com”.

The certificate for this website is invalid. You might be connecting to a
website that is pretending to be “serveri7.pretendco.com”, which could put
your confidential information at risk. Would you like to connect to the website
anyway?

| Always trust “VeriSign Trial Secure Server Root CA - G2"

X ve e Se
L m Symantec Trial Secure Server CA - G3
b m server17.pretendco.com

VeriSign Trial Secure Server Root CA - G2

Root certificate authority
Expires: Saturday, March 31, 2029 at 7:59:59 PM Eastern Daylight Time
& This root certificate is not trusted

» Trust
v Details
Subject Name
Country US
Organization VeriSign, Inc.

For Test Purposes Only. No assurances.
VeriSign Trial Secure Server Root CA - G2

Organizational Unit
Common Name

Issuer Name
us
VeriSign, Inc.

Country
Organization

Organizational Unit

Common Name
Serial Number

For Test Purposes Only.
VeriSign Trial Secure Se

16 81 64 A4 28 CA 1 @ F19F B1 B9 35 54
Version 3
z Hide Certificate, Cancel

or trial use only, you should not configure your Mac to

Continue

Since that exampl t

always trust it o earning or testing environment.

Configuring Trust

You can configure your Mac to always trust a certificate for the currently logged-in user.
Returning to the previous example of your server using its self-signed SSL certificate for a
website, you can click Show Certificate and then select the “Always trust..” option.
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