
Preface xiii

PART I  Foundations of accounting 
information systems 1

CHAPTER 1  Accounting information systems: 
Theoretical foundation and 
overview 2
Theoretical foundation of AISs 4

Introduction 5

Drivers of business and information 
system change 5

Globalisation 6
Deregulation 6
Advances in technology 6
Outsourcing and downsizing 7

Systems, data, information and its value 7

Information needs and business  
processes 9

Information needs 10
Business processes 11

Accounting information systems 16
How an AIS can add value to an organisation 16
AIS and corporate strategy 17
Role of an AIS in a value chain 18

Why study accounting information 
systems? 20

Ethics in accounting and information 
systems 21

Corporate and professional codes of ethics 21
Ethical issues in accounting 21
Stakeholder analysis framework 23
Ethical issues in information systems 23

Summary and case conclusion 24
Key terms 25
AIS In ActIon: Chapter quiz 25
Ethical issue 26
Discussion questions 26
Problems 27

cASe 1.1  Ackoff’s ‘Management Misinformation 
Systems’ 31

AIS In ActIon SolutIonS: Quiz key 31

CHAPTER 2   Fundamentals of business  
processes and transaction 
processing 36
Introduction 38

Transaction processing: The data 
processing cycle 38

Data input 38
Data storage 40
Data processing 45
Information output 46

Enterprise resource planning systems 48
Summary and case conclusion 51
Key terms 51
AIS In ActIon: Chapter quiz 52
Ethical issue 53
Discussion questions 53
Problems 53
cASe 2.1 Bar Harbour Strawberry Farm 57
AIS In ActIon SolutIonS: Quiz key 59

CHAPTER 3  Systems development and 
documentation techniques 62
Introduction 63

Data flow diagrams 65
Subdividing the data flow diagram 66

Flowcharts 70
Document flowcharts 72
System flowcharts 73
Program flowcharts 77

Summary and case conclusion 77
Key terms 78
AIS In ActIon: Chapter quiz 78
Ethical issue 79
Comprehensive problem 80
Discussion questions 80

Detailed contents

9781442542594_A01.indd   6 12/12/14   10:15 AM



contents    vii

Problems 80
cASe 3.1 Dub 5 92
AIS In ActIon SolutIonS: Quiz key 93
Comprehensive problem solution 95

CHAPTER 4  Files, database systems and 
relational databases 102
Introduction 103

File versus databases 103
Using data warehouses for business  

intelligence 104
Advantages of database systems 105
Importance of good data 105

Database systems 106
Logical and physical views of data 106
Schemas 107
Data dictionary 107
DBMS languages 108

Relational databases 108
Types of attributes 108
Designing a relational database for S&S 108
Basic requirements of a relational database 110
Two approaches to database design 112
Creating relational database queries 113

Database systems and the future of 
accounting 120

Summary and case conclusion 120
Key terms 121
AIS In ActIon: Chapter quiz 121
Ethical issue 122
Comprehensive problem 122
Discussion questions 123
Problems 124
cASe 4.1 Research project 129
AIS In ActIon SolutIonS: Quiz key 129
Comprehensive problem solution 131

CHAPTER 5  Control in accounting  
information systems 134
Introduction 136

Why threats to accounting information  
systems are increasing 136

Overview of control concepts 137
Foreign Corrupt Practices Act and  

Sarbanes-Oxley Act 138

Control frameworks 139
COBIT framework 139
COSO’s Internal Control framework 140
COSO’s Enterprise Risk Management  

framework 140
The Enterprise Risk Management framework 

versus the Internal Control framework 141

Internal environment 141
Management’s philosophy, operating style  

and risk appetite 142
Board of directors 142

Commitment to integrity, ethical values and 
competence 142

Organisational structure 143
Methods of assigning authority and  

responsibility 143
Human resources standards 143

External influences 145
Objective setting 145
Risk assessment and risk response 146

Control activities 148
Proper authorisation of transactions and  

activities 149
Separation of duties 150
Project development and acquisition controls 152
Change management controls 152
Design and use of documents and records 152
Safeguard assets, records and data 153
Independent checks on performance 153

Information and communication 154
Monitoring 154
Conduct periodic audits 155
Employ a computer security office and a chief 

compliance officer 156
Engage forensic specialists 156
Install fraud detection software 156
Implement a fraud hotline 157

Summary and case conclusion 157
Key terms 158
AIS In ActIon: Chapter quiz 158
Ethical issue 160
Discussion questions 160
Problems 161
cASe 5.1 The Greater Providence  

Deposit & Trust embezzlement 168
AIS In ActIon SolutIonS: Quiz key 169

CHAPTER 6  Accounting information system 
development strategies 174
Introduction 175

Purchasing software 176
Selecting a vendor 176
Acquiring hardware and software 176
Evaluating proposals and selecting a system 177

Development by in-house information 
systems departments 177

End-user-developed software 179
Advantages and disadvantages of end-user 

computing 181
Managing and controlling end-user  

computing 182

Outsourcing the system 182
Advantages and disadvantages of  

outsourcing 183

Business process management 186
Internal controls in a business process 

management system 186

9781442542594_A01.indd   7 12/12/14   10:15 AM



viii    accounting information systems

Prototyping 187
When to use prototyping 188
Advantages of prototyping 188
Disadvantages of prototyping 189

Computer-aided software engineering 190
Summary and case conclusion 190
Key terms 191
AIS In ActIon: Chapter quiz 191
Ethical issue 192
Chapter case: Freedom from telemarketers— 

the ‘Do Not Call’ Register 193
Discussion questions 193
Problems 194
cASe 6.1 Steffie Salon Concepts 199
AIS In ActIon SolutIonS: Quiz key 201
Chapter case solution 203

PART II  Accounting information  
system cycles 205

CHAPTER 7  The revenue cycle: Sales to cash 
collections 206
Theories underpinning system cycles 208

Introduction 209

Revenue cycle subsystem 211

Sales order entry 212
Taking customer orders 213
Credit approval 214
Checking inventory availability 214
Responding to customer enquiries 215

Shipping 217
Pick and pack the order 217
Ship the order 218

Billing 221
Invoicing 221
Maintain (update) accounts receivable 222

Cash collections 224

Revenue cycle information needs  
and reporting 227

Summary and case conclusion 230
Key terms 230
AIS In ActIon: Chapter quiz 231
Ethical issue 232
Discussion questions 232
Problems 232
cASe 7.1 Research project: Impact of IT on  

revenue cycle activities 236
AIS In ActIon SolutIonS: Quiz key 236

CHAPTER 8  The expenditure cycle:  
Purchasing to cash payments 240
Introduction 241

Expenditure cycle subsystem 242
Process 242

Ordering materials, supplies and  
services 245

Identifying what, when and how much to  
purchase 245

Choosing suppliers 247

Receiving 249

Approving supplier invoices 250

Cash payments 253

Expenditure cycle information needs 254
Summary and case conclusion 255
Key terms 256
AIS In ActIon: Chapter quiz 256
Ethical issue 257
Discussion questions 257
Problems 258
cASe 8.1 Research project: Impact of IT on 

expenditure cycle activities 261
AIS In ActIon SolutIonS: Quiz key 261

CHAPTER 9  The human resources  
management cycle/payroll  
subcycle 264
Introduction 265

Human resources management cycle 
subsystem 266

Overview of human resources management 
process and information needs 266

Payroll subsystem activities 268
Update payroll master database 269
Validate time and attendance data 270
Prepare payroll 271
Distribute payroll 274
Calculate and pay employer-paid benefits  

taxes and voluntary employee deductions 275

Outsourcing options: Payroll service 
bureaus and professional employer 
organisations 276

Summary and case conclusion 276
Key terms 277
AIS In ActIon: Chapter quiz 277
Ethical issue 278
Discussion questions 279
Problems 279
cASe 9.1  Research report: HRM opportunities  

for CPAs 283
AIS In ActIon SolutIonS: Quiz key 284

CHAPTER 10  The production cycle 288
Introduction 290

Production cycle information system 290

Product design 291

Planning and scheduling 293
Production planning methods 293

Key documents and forms 294

Production operations 298

9781442542594_A01.indd   8 12/12/14   10:15 AM



contents    ix

Cost accounting 298
Raw materials usage data 299
Direct labour costs 299
Machinery and equipment usage 299
Manufacturing overhead costs 299
Improved control with activity-based costing 

systems 300
Improved control with innovative  

performance metrics 302

Summary and case conclusion 304
Key terms 305
AIS In ActIon: Chapter quiz 305
Ethical issue 306
Discussion questions 306
Problems 306
cASe 10.1 The accountant and CIM 310
AIS In ActIon SolutIonS: Quiz key 310

CHAPTER 11  The general ledger and  
reporting cycle 314
Introduction 315

General ledger and reporting cycle 
subsystem 317

Update general ledger 317

Post adjusting entries 318

Prepare financial statements 319
Transition from GAAP to IFRS 319
XBRL: Revolutionising the reporting process 319

Produce managerial reports 324
Responsibility accounting and flexible  

budgeting 324
The balanced scorecard 325
Principles of proper graph design 327

Summary and case conclusion 329
Key terms 330
AIS In ActIon: Chapter quiz 330
Ethical issue 331
Discussion questions 331
Problems 331
cASe 11.1 Keeping current with XBRL 334
cASe 11.2 Evaluating a general ledger  

package 334
AIS In ActIon SolutIonS: Quiz key 334

PART III   Fraud, controls and audit in 
accounting information  
systems 337

CHAPTER 12  Fraud: Prevalence, prevention  
and detection in accounting 
information systems 338
Theories underpinning fraud and  

control 339

Introduction 340

Accounting information system  
threats 340

Fraud and its prevalence 343
Misappropriation of assets 344

Fraudulent financial reporting 345

ASA 240 The Auditor’s Responsibilities  
Relating to Fraud in an Audit of a 
Financial Report 346

Who perpetrates fraud and why 347

Computer fraud 352
Rise in computer fraud 352
Computer fraud classifications 353

Preventing and detecting fraud and  
abuse 356

Summary and case conclusion 357
Key terms 358
AIS In ActIon: Chapter quiz 359
Ethical issue 360
Discussion questions 360
Problems 361
cASe 12.1 Bookkeepers: Portrait of  

white-collar criminals 366
cASe 11.2 Heirloom Photo plans 367
AIS In ActIon SolutIonS: Quiz key 369

CHAPTER 13  Cybercrime: Computer attack  
and abuse techniques 374
Introduction 375

Computer attacks 375

Social engineering 385

Malware 389
Summary and case conclusion 398
Key terms 399
AIS In ActIon: Chapter quiz 400
Ethical issue 401
Discussion questions 401
Problems 402
cASe 13.1 Shadowcrew 409
AIS In ActIon SolutIonS: Quiz key 410

CHAPTER 14   Information systems controls 
for system reliability—Part 1: 
Information security 418
Introduction 419

Two fundamental information  
security concepts 422

1  Security is a management issue not a  
technology issue 422

2  Defence-in-depth and the time-based  
model of information security 424

Understanding targeted attacks 425

Preventive controls 425
Training 425
User access controls 426

9781442542594_A01.indd   9 12/12/14   10:15 AM



x    accounting information systems

Physical access controls 429
Network access controls 430
Device and software hardening controls 437

Detective controls 438
Log analysis 439
Intrusion detection systems 439
Managerial reports 440
Security testing 440

Corrective controls 440
Computer incident response team 440
Chief information security officer (CISO) 441
Patch management 441

Security implications of virtualisation  
and the cloud 442

Summary and case conclusion 443
Key terms 443
AIS In ActIon: Chapter quiz 444
Ethical issue 445
Discussion questions 445
Problems 446
cASe 14.1 Costs of preventive security 449
cASe 14.2 Developing an information security 

checklist 449
AIS In ActIon SolutIonS: Quiz key 449

CHAPTER 15   Information systems controls 
for system reliability—Part 2: 
Confidentiality and privacy 452
Introduction 453

Preserving confidentiality 453
Identification and classification of  

information and data to be protected  453
Protecting confidentiality with encryption 454
Controlling access to sensitive information 454
Training 456

Privacy 456
Privacy controls 456
Privacy concerns 457
Privacy regulations and Generally Accepted  

Privacy Principles 459

Encryption 463
Factors that influence encryption strength 463
Types of encryption systems 465
Hashing 466
Digital signatures 467
Digital certificates and public key  

infrastructure 468
Illustrative example: The role of encryption  

and hashing in e-business 469
Virtual private networks  470

Summary and case conclusion 471
Key terms 472
AIS In ActIon: Chapter quiz 472
Ethical issue 473
Discussion questions 474

Problems 474
cASe 15.1 Protecting privacy of tax returns 477
cASe 15.2 Generally Accepted Privacy  

Principles 478
AIS In ActIon SolutIonS: Quiz key 478

CHAPTER 16   Information systems controls 
for system reliability—Part 3: 
Processing integrity and  
availability 482
Introduction 483

Processing integrity 483
Input controls  483
Processing controls 486
Output controls 487
Illustrative example: Credit sales processing 488
Processing integrity controls in spreadsheets 490

Availability 492
Minimising risk of system downtime 492
Recovery and resumption of normal operations 493

Summary and case conclusion 498
Key terms 498
AIS In ActIon: Chapter quiz 499
Ethical issue 500
Discussion questions 500
Problems 500
cASe 16.1 Ensuring systems availability 507
cASe 16.2 Change controls 507
AIS In ActIon SolutIonS: Quiz key 507

CHAPTER 17  Transaction cycles: Threats and 
control procedures 510
Introduction 511

Revenue cycle: Threats and controls 514
General issues  514
Sales order entry 517
Shipping 521
Billing 522
Cash collections 523

Expenditure cycle: Threats and  
controls 524

General issues 525
Ordering 525
Receiving 531
Approving supplier invoices 532

Human resources management  
cycle/Payroll subcycle: Threats  
and controls 535

General issues 535
Payroll master file update 538
Validate time and attendance data 539
Prepare payroll 540
Distribute payroll 541
Distribute withholding taxes and  

miscellaneous deductions 542

9781442542594_A01.indd   10 12/12/14   10:15 AM



contents    xi

Production cycle: Threats and controls 542
General issues 543
Product design 543
Planning and scheduling 545
Production operations 545
Cost accounting 547

General ledger and reporting cycle: 
Threats and controls 548

General issues 548
Update general ledger 550
Post adjusting entries 553
Prepare financial statements 553
Produce managerial reports 554

Summary and case conclusion 554
Key terms 558
AIS In ActIon: Chapter quiz 558
Discussion questions 559
Problems 559
cASe 17.1 Research project: Impact of IT  

on cycle activities, threats and controls 573
AIS In ActIon SolutIonS: Quiz key 573

CHAPTER 18  Auditing computer-based 
information systems 578
Introduction 579

The nature of auditing 580
Overview of the audit process  580
The risk-based audit approach 583

Information system audits 583
Objective 1: Overall security 583
Objective 2: Program development and  

acquisition 584
Objective 3: Program modification 586
Objective 4: Computer processing 588
Objective 5: Source data 591
Objective 6: Data files 592

Audit software 593

Operational audits of an AIS 594
Summary and case conclusion 595
Key terms 595
AIS In ActIon: Chapter quiz 596
Ethical issues 597
Discussion questions 597
Problems 598
cASe 18.1 Preston Manufacturing 602
AIS In ActIon SolutIonS: Quiz key 603

PART IV  The systems development  
life cycle process 607

CHAPTER 19  Systems development and  
systems analysis 608
Theories underpinning systems 

development life cycle 609

Introduction 610

Systems development 611
The systems development life cycle  611
The players 613
Planning systems development  614

Planning techniques 615

Feasibility analysis 616
Capital budgeting: Calculating economic  

feasibility 617

Behavioural aspects of change 618
Why behavioural problems occur 618
How people resist change 619
Preventing behavioural problems 620

Systems analysis 621
Initial investigation 621
Systems survey 622
Feasibility study 624
Information needs and systems requirements 624
Systems analysis report 626

Summary and case conclusion 626
Key terms 627
AIS In ActIon: Chapter quiz 630
Comprehensive problem 631
Discussion questions 631
Problems 632
cASe 19.1 Audio Visual Corporation 638
AIS In ActIon SolutIonS: Quiz key 639
Comprehensive problem solution 641

CHAPTER 20  Systems design, implementation 
and operation 644
Introduction 645

Conceptual systems design 645
Evaluate design alternatives  645
Prepare design specifications and reports 647

Physical systems design 647
Output design  648
File and database design 648
Input design 649
Program design 650
Procedures and controls design 651

Systems implementation 652
Implementation planning 652
Site preparation, install and test hardware 653
Selecting and training personnel 653
Complete documentation 654
Test system 655

Systems conversion 655

Operation and maintenance 656
Summary and case conclusion 658
Key terms 659
AIS In ActIon: Chapter quiz 659
Chapter case: Hershey’s big bang ERP 660
Discussion questions 660
Problems 661

9781442542594_A01.indd   11 12/12/14   10:15 AM



xii    accounting information systems

cASe 20.1 Citizen’s Gas Company  667
AIS In ActIon SolutIonS: Quiz key 668
Chapter case solution 670

PART V  The REA data model 671

CHAPTER 21  Database design using the  
REA data model 672
Introduction 673

Theoretical foundation for the  
REA data model in AIS  673

Quality information for  
decision-making 674

Database design process 674

Entity-relationship diagrams 675

REA data model 676
Three basic types of entities  676
Structuring relationships: The basic REA  

template 677

Developing an REA diagram 679
Step 1: Identity relevant events  680
Step 2: Identify resources and agents 682
Step 3: Determine cardinalities of  

relationships 682

Summary and case conclusion 689
Key terms 689
AIS In ActIon: Chapter quiz 690
Comprehensive problem 692
Discussion questions 692
Problems 693
cASe 21.1 REA data modelling extension 696
AIS In ActIon SolutIonS: Quiz key 696
Comprehensive problem solution 700

CHAPTER 22  Implementing an REA model  
in a relational database 704
Introduction 705

Integrating REA diagrams across  
cycles  705

Rules for combining REA diagrams 708
Merging redundant resource entities 708
Merging redundant event entities 709
Validating the accuracy of integrated REA 

diagrams 710

Implementing an REA diagram in a 
relational database 710

Step 1: Create tables for each distinct  
entity and M:N relationship 710

Step 2: Assign attributes to each table 711
Step 3: Use foreign keys to implement  

1:1 and 1:N relationships 713
Completeness check 714

Using REA diagrams to retrieve  
information from a database 715

Creating journals and ledgers 715
Generating financial statements 716
Creating managerial reports 717

Summary and case conclusion 717
Key term 717
AIS In ActIon: Chapter quiz 718
Comprehensive problem 719
Discussion questions 719
Problems 720
cASe 22.1 Practical database design 721
AIS In ActIon SolutIonS: Quiz key 721
Comprehensive problem solution 723

CHAPTER 23  Special topics in REA modelling 726
Introduction 727

Additional revenue and expenditure  
cycle modelling topics  727

Additional revenue cycle events and attribute 
placement 727

Additional expenditure cycle events and  
attribute placement 730

Sale of services 731
Acquisition of intangible services 732
Digital assets 733
Rental transactions 733

Additional REA features 735
Employee roles 735
M:N agent-event relationships 735
Locations 735
Relationships between resources and agents 735

Production cycle REA model 735
Additional entities: Intellectual property 736
Production cycle events 738
New REA feature 738

Combined HRM/payroll data model 739
Human resources management cycle entities 739
Tracking employees’ time 740

Financing activities data model 741
Summary and case conclusion 742
AIS In ActIon: Chapter quiz 744
Discussion questions 745
Problems 746
cASe 23.1 Practical database assignment 750
AIS In ActIon SolutIonS: Quiz key 751
AppendIx: Extending the REA model to  

include information about policies 754

Glossary 756
Index 780

9781442542594_A01.indd   12 12/12/14   10:15 AM


